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What is the Joint Statement on Mitigating Insider "¢ go¥

Threats (INFCIRC/908)?

Issued by the United States at the 2016 IAEA
International Conference on Nuclear Security, the
Joint Statement on Mitigating Insider

Threats, Information Circular 908 (INFCIRC/908),
seeks to build awareness of insider threats that
pose serious risk to the security of nuclear and
other radioactive materials.

Subscribing nations commit to:

» Support the IAEA to develop and implement an
advanced, practitioner-level training course on
insider threat mitigation, and

* Implement measures to mitigate insider risk by
taking a risk-informed, graded approach.
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Inaugural International Symposium on Insider *t“ﬂ,‘r
Threat Mitigation | 2019 IN?AIII%IESA?I-IISIEAT

« Co-hosted by Belgium and the United
States

* 12-14 March 2019 in Brussels
« 52 countries, 200+ participants
« Consensus on a path forward

2016-2026

10T« ANNIVERSARY

Establish an international working group
Conduct a side event at ICONS 2020
Explore key themes and topics

Promote an outreach strategy to showcase
INFCIRC/908 commitments

Develop opportunities to share good 2019 International Symposium on Insider Threat Mitigation
practices and lessons learned Brussels, Belgium

insiderthreatmitigation.org



Building a Community of Practice | 2020 'S
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INSIDER THREAT
The Advancing INFCIRC/908 International GOT INSIDERS %
Working Group (IWG) launched at IAEA NUCLEMQSECURITY‘?
ICONS 2020 Side Event »
» Co-Chairs: Belgium and USA

- Steering Committee: e Bt v o B
launch of an International Working Grou,
® Canada ° Japan (2020-2024) focused on this very important?opic. i

Date: Tuesday, February 11, 2020 | Time: 1315-1415
Location: Conference Room M6, M Building, Ground Floor

» Chile (2021-2024) « Jordan
* Finland » Malaysia
* Hungary * Morocco
* |srael * Nigeria
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INFCIRC/908 Subscribing Member States and “O
Organizations IN?AII[%IEEATTI-II[I}IEAT

10« ANNIVERSARY

v | Republi
E Armenia 5 Germany E Lithuania @, 0? Rﬂ,e': United Kingdom

E Malaysia l;omania Ep};deﬁ?;es
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- Morocco E Slovenia
= Netherlands Spain

I] Nigeria
Norway
Paraguay E Thailand

Czech
Republic
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Promoting Commitments: Outreach Strategy
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IWG, Subscribers | Regional International Industry, Academia

« Share knowledge « Engage with « Participate in large- « Cross-collaboration
and good practices regional networks scale events « Share and learn
* Promote IWG * Present at regional + Strengthen ties to from others

materials workshops or events IAEA, INTERPOL,
WINS and others

Build advocacy and networks. Engage stakeholders. Grow leadership and influenc>
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The IWG: Focus Groups | 2020-2024 _
NEUEED L HBIEY INSIDER THREAT

o . GiRedulateny MITIGATION
e |nitiated in 2020 SEGEHELE 2016-2026
* Included subject matter

experts from the

INFCIRC/908 Steering Physical
Committee and subscriber Pl & ) at IESOHRSSS
StateS. Measures “ .
» Developed practical tools ‘
* Available on the website INSIDER ﬁ"REAT
* Free to use MITIGATION
« Showcased in various events
leading up to the 2024

Security Culture

— insiderthreatmitigation.org

International Symposium |
i COHCluded in 2024 Cybersecurity




IAEA Information Circular/908 (INFCIRC/908)
Joint Statement on Mitigating Insider Threats | 2020-2024

Panel at INMM/ESARDA Focuses on Understanding Socio-Cultural Dynamics to Mitigate Insider Risks

e _ INSIDER THREAT
OINT ANNUAL s essssussssses MITIGATION
MEETING T TR
s (ot fedbens=

INFCIRC/908 Side Event at A/CPPNM 22-26 M:v.non:aE[ :3;:;:: CENTER - ESARDA

VIENNA, AUSTRIA
@ L1000 12 Prese ©

ISN’s Deputy Asst Sec Anthony Wier met with Amb
Benno Laggner of BSwiss UN at SMAEAOrg Gen Cont.

He thanked Amb Laggner for #Switzeriand support for

INFCIRC/S08 1o reduce insider threat risks, and his International Training Course
leadership as co-President of #CPPNM Amendment
Roviow Conferonce. SAEAGC Advanced, Practitioner-Level Training Course on
Preventive and Protective Measures against Insider
Threats
05-09 September 2022

Antwerp, Belgium
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2024 ITM Symposium: Evolving the Community of /2%
Practice S .8

INSIDER THREAT
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Following the Symposium, the Advancing TR
INFCIRC/908 IWG focused on four critical
areas:

1. Circulate Revision 1 to INFCIRC/908 among
subscribing member states

2. Sunset the original five focus groups and
reorganize to focus on regional impacts on
global nuclear security.

3. Evolve Steering Committee membership

Focus on Human Factors and the Impacts of
Technology on the effective implementation of
insider threat mitigation programs for future
IWG workplan activities.

insiderthreatmitigation.org



s 2aO%
| ““‘

Work Plan Activities 2025-2027 “‘ti,g,r
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Impacts from

Technology

Risk Reduction

Privacy and Trust

Artificial
Intelligence and
Machine

Operational
Technology and
Supply Chain
Security

Cultural Factors

Learning

Global Virtual
Roundtable on
Personnel Vetting
Challenges and
Opportunities; hosted

by Jordan

Regional Workshop on
Risk Reduction
Measures for High-Risk
Behaviors; hosted by
Hungary

Interactive Workshop
on Adapting Security
Culture for a
Multigenerational,
Multicultural Workforce;
hosted by Malaysia

Regional Workshop on
Evolving Operational
Insider Threat Technology on ITM and
Mitigation; hosted by Supply Chain Security;
Morocco hosted by Finland

Regional Workshop on
the Nexus of Al and

insiderthreatmitigation.org



Work Plan Activities | 2025-2027 ‘g‘j
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o Mar. 2024 o Nov. 2025 Q Jun. 2026 Q TBD 2027

2nd |International
Symposium on ITM

- Sunset Focus Groups

Regional Workshop:
Addressing Evolving
Operational Technology
on Insider Threat

Interactive Workshop:
Adapting Security
Culture for a
Multigenerational,

Regional Workshop:
Risk Reduction
Measures for High-
Risk Behaviors

- Defined Workplan Mitigation and Supply Multicultural Workforce
Chain Security
>
Global Virtual Global Virtual

Roundtable: Personnel Roundtable: Personnel

Regional Workshop: The : ,
Nexus of Al and Insider Vetting Challenges and Vetting Challenges and 3" International

Threat Mitigation Opportunities (begins) Opportunities (ends) Symposium on ITM

) oct. 2025 ) Apr. 2026 O Nov. 2026 O May 2027

insiderthreatmitigation.org



Become a Subscriber to INFCIRC/908

-

INSIDER THREAT

To become a subscriber, your country’s Permanent Mission to the MITISATION
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United Nations and other International Organizations in Vienna:
1. Informs the Permanent Mission of the United States of your country’s intent to
subscribe, and

2. Sends a note verbale to notify the Secretariat of the IAEA that your country
would like to subscribe to INFCIRC/908 and request such official
communication be circulated as an INFCIRC document to all IAEA Member

States.
Download the Note Verbale Template

insiderthreatmitigation.org
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/ — 4
N Explore practical tools, content, Stay Connected!
and information on upcoming Subscribe to our email list to
events on the get notifications on upcoming
insiderthreatmitigation.org ' products, activities, and IWG
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website
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updates
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