AGENDA

DAY 1: Exploring Impacts of Artificial Intelligence and Insider Threat Mitigation
Tuesday, 21 October 2025

Regional Workshop for French-Speaking Africa:
Addressing the Nexus of Artificial Intelligence and Insider Threat Mitigation

Rabat, Morocco
21 - 23 October 2025

TOPIC

PRESENTER

9:30 - 9:40 am Welcome Remarks: AMSSNuR, DG Said Mouline
9:40 - 9:50 am Welcome Remarks: DOE/NNSA Frank Wong
9:50 - 10:00 am Group Photo All
10:00 - 10:10 am | Introductions All
Keynote Speaker: Nuclear and Radiation Safety and
10:10 - 10:40 am | Security Regulatory Capacity Building: AMSSNuR Taib Marfak
approach and experience
10:40 - 10:55 am | Morning Break All

10:55 - 11:45 am

What is Al and Insider Threat Mitigation?

Jessica Baweja

11:45 - 12:10 pm

Plenary Panel Session I: Impacts of Al on Preventive
Measures: Facilitated Discussion

Jessica Baweja

12:10 - 1:10 pm

Working Lunch: “How can using Al work well?”

Plenary Panel Session II: Impacts of Al on Physical

1:10 - 1:40 pm Protection Systems Frank Wong & Chris Spirito
Plenary Panel Session lIl:

1:40 -2:10 pm Impacts of Al on Cybersecurity Systems: Benefits & Chris Spirito & Frank Wong
Challenges

2:10 - 3:25 pm Interactive Session I: Typhon-Intrusion-ARA All

3:25 - 3:40 pm Afternoon Break All

3:40 - 4:45 pm All

4:45 - 5:00 pm Day 1 Wrap Up All
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AGENDA

DAY 2: Using Artificial Intelligence with Insider Threat Mitigation
Wednesday, 22 October 2025

Law 05-20 on Cybersecurity (DGSSI)

TOPIC PRESENTER
9:00 - 9:10 am Day 1 Recap All
Keynote Speaker: The Security of Moroccan
9:10 - 9:45 am Cyberspace: Legislative Framework and Challenges of | Zakaria Yartaoui

9:45 - 10:45 am

Plenary Facilitated Discussion I: Responsible Al for
Insider Threat

Jessica Baweja

10:45 - 11:00 am

Morning Break

All

11:00 - 12:00 pm

Plenary Facilitated Discussion ll:
Al-based Behavioral Recognition

Justin Kinney

12:00 - 1:00 pm

Working Lunch: “How can using Al cause problems?”

Plenary Facilitated Discussion Ill: Cybersecurity and

1:00 - 2:00 pm Resilience of Critical Infrastructures Pr. MRABET and Chris Spirito
2:00 - 2:45 pm Interactive $eSS|on | (45 min): Al Interface with Frank Wong
Employee Life Cycle Processes
. . Interactive Session Il (45 min): Al/ML for nuclear and

2:45 - 3:30 pm radioactive material theft detection Frank Wong

3:30 - 3:45 pm Afternoon Break All

3:55 - 4:40 pm Interactive Session Il: Gula Hospital and Al Frank Wong

4:40 - 5:00 pm Day 2 Wrap Up All
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AGENDA

DAY 3: Good Practices: Artificial Intelligence & Insider Threat Mitigation
Thursday, 23 October 2025

Time TOPIC PRESENTER
9:00 - 9:10 am Day 2 Recap All
9:10 - 9-45 am Keynote Speaker: Convergence of Al and Insider Youssef Harrag

Threat Mitigation: What's Next? (CNESTEN experience)

9:45 - 10:30 am

Al-Ready Workforce

Jessica Baweja

10:30 - 10:45 am

Morning Break

All

10:45 - 11:45 am

Plenary Facilitated Discussion II: Ethical and Legal
Challenges using Al with Insider Threat Mitigation

AMSSNuR

11:45 - 1:00 pm

Working Lunch: “Moving Forward: A Good Balance”

Interactive Roundtable Discussion (with Regional

[ ]
o Closing Remarks
e Recommendations for next steps

1:00 - 2:00 pm Experts, Capacity Building Challenges including Taib Marfak, AMSSNuR
education and training, HRD, ...)
. . . All Participants, AMSSNuR,
2:00 - 3:00 pm Participant Roundtable Frank Wong
Workshop Wrap Up
e Certificates
3:00 - 3:30 pm Evaluation
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