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Managing Insider Threats in the Nuclear
Industry

A WINS INTERNATIONAL BEST PRACTICE GUIDE
Why You Should Read This Guide

People are an organisation’s greatest strength. They may also be its greatest weakness. This is why it is
crucial for an organisation to understand that certain people may use their access, authority or knowledge for
the purpose of causing harm or disruption or they may facilitate others to do harm by providing them with
assistance. It is important for an organisation to understand and recognise this threat and consider how to
prepare for this and mitigate the risk through an insider threat mitigation programme (ITMP).

The aim of this Guide is to define insider threat, describe the types of insider threat, consider the targets that
must be protected, understand the measures for prevention of, and protection from, insider threats and to
provide an overview of the purpose and core components of an ITMP.

This Guide also addresses the significance of leadership, culture and assurance factors within an organisation
that are critical to effective insider threat mitigation and support the design, implementation and evaluation of

an ITMP.

How We Prepared This Guide

In preparing this Guide, we incorporated the experiences of nuclear security professionals from around the
world as well as relevant examples, case studies and real practices.

While this Guide has been developed with high-risk nuclear facilities in mind, many of the principles, tools and
mitigation measures presented here may also be applicable to facilities considered lower risk. Nuclear operators
are encouraged to select and adapt elements of this Guide as appropriate when designing their approach to
insider threat mitigation, based on their specific threat context as well as their regulatory and operational
environment.

The publication of this Guide was supported by the US Department of Energy/National Nuclear Security
Administration under Award Number DE-NA0004059.

How You Should Use This Guide

Appendix A of this Guide contains a Self-Assessment Questionnaire that you can use to answer questions about
different aspects of insider threat mitigation and how it is implemented at your organisation. Once you have
completed the Self-Assessment Questionnaire, you can then apply the results to the five-level Maturity Scale
we have prepared in Appendix B. This is an aid for benchmarking your organisation’s performance and for
assessing whether there are performance gaps that need to be addressed and to further consider priorities in
addressing these gaps.

How You Can Help Improve This Guide

WINS plans to periodically update the information in this Guide to ensure that it continues to contain best practices.
We ask that you read and apply this Guide and then share your suggestions for improvement or any other feedback

you have. You can email us at info@wins.org or fill out the feedback form on our website to share your suggestions.

Lars van Dassen

WINS Executive Director
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UNDERSTANDING INSIDER THREAT

What is an Insider Threat?

In nuclear security, the concept of a “threat” refers to a person or a group of persons who have the
motivation, intention and capability to carry out malicious acts involving or directed at nuclear or
other radioactive material, associated facilities or associated activities. Because in this context threats
are people, threats are often referred to as threat actors or adversaries.

The intentions of threat actors, when planning or carrying out malicious acts, can be numerous and
varied. Their intentions may be:

e Disruption of society

e Publicity for a cause

¢ Financial gain

* Negative economic consequences

e Actual harm to people, property or the environment

Threat actors are categorised as external (outsiders) or internal (insiders) to an organisation.
An insider is an individual who has one or several of the following characteristics:

e Authorised access to facilities, areas, processes, materials, equipment and information,
including direct or indirect access to information technology (IT) and operational technology
(OT) systems.

e Authority to undertake specific duties involving materials, processes or information. They may
also have authority to direct the actions of other employees.

¢ Knowledge of a facility, including the location, nature and value of sensitive material,
processes and information. They may also have knowledge of security systems, material
accountancy and control systems, safety systems and knowledge of how to circumvent or
defeat these systems.

An insider threat is an individual or a group of individuals who will use one or several of their
attributes (access, authority or knowledge) to conduct, support or facilitate a malicious act.

Insider threats are not a hypothetical concern. Incidents around the world have demonstrated

that individuals with access to sensitive materials, systems or information can pose significant

risks to nuclear security, whether through malicious intent, coercion, negligence or unwitting
facilitation. The consequences of such actions could be severe, potentially impacting public safety,
the environment, national security, as well as the reputation of the nuclear operator and the broader
nuclear industry.

Understanding insider threat is a critical component of a comprehensive nuclear security programme.
It requires an organisation to consider institutional culture, internal control systems, other
organisational arrangements and most important of all, human behaviour.

Insider threats are particularly challenging to detect due to the levels of trust, access and authority
granted to insiders as well as the knowledge insiders have of how the nuclear security systems to
counter the main risks outlined above, are designed.
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Types of Insider Threat

According to the IAEA’s Nuclear Security Series No. 8-G (Rev. 1) Preventive and Protective Measures
against Insider Threats, insider threats include both insider adversaries — those who intend to cause
harm— and unwitting insiders, those whose action or inaction may unintentionally help a malicious
actor.

Insider adversaries

An adversary insider is a person with the intent and motivation to commit or support a malicious
act. An insider adversary may act alone or in collusion with others (who may be insiders as well or
external threats/adversaries).

¢ Active insider adversaries directly carry out malicious acts.

= Active insider adversaries can be nonviolent (for example, carry out data exfiltration)
= Active insider adversaries can be violent (for example, take part in an armed attack)

= Active insider adversaries may also be willing to kill or die (for example, carrying out an
attack that will also mean their death such as a suicide bombing) to ensure the success of
the malicious act

Active insider adversaries may exploit the absence or the unavailability of security measures

to compromise key systems that support operations, nuclear safety, nuclear security and
nuclear material accountancy and control. In some cases, they may deliberately test the
robustness of a particular security measure. Their actions can be planned over a long period

of time and may include efforts to recruit others. Others may act opportunistically, taking
advantage of vulnerabilities that arise or lapses within a facility. Their behaviour can be highly
unpredictable, making detection particularly challenging.

Insider adversaries may interfere with physical security systems or cyber measures or both.
They can manipulate physical access controls, sabotage infrastructure or remove material. They
can also exploit vulnerabilities in information technology (IT) or operational technology (OT)
systems to steal information, disable alarms or manipulate control systems. They may also
carry out or facilitate a blended attack, in which both physical and digital systems are targeted
in a coordinated manner.

+ Passive insider adversaries support the malicious act by providing information but do not
directly engage in the malicious act.

Unwitting Insiders

An unwitting insider is a person without the intent and motivation to commit a malicious act, but
they are exploited by an external adversary or an insider adversary.

An unwitting insider may be someone who has poor understanding of nuclear security policies

and has very poor nuclear security culture. An unwitting insider may demonstrate a lax attitude to
procedures (for example propping open a security door); may be vulnerable to social engineering or
poor cybersecurity culture (for example providing sensitive information through a phishing attack or
enabling unauthorised access by sharing log in credentials).
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Case Study: Oak Ridge National Laboratory - Unwitting Insider via Phishing

In April 2011, Oak Ridge National Laboratory (ORNL), a US Department of Energy facility, experienced
a sophisticated spear-phishing attack. Approximately 530 employees received an email claiming to be
from the lab’s human resources department, discussing employee benefits and containing a link to a
malicious website. Of those, 57 employees clicked the link, two systems were infected with malware
exploiting a zero-day vulnerability in Internet Explorer. The malware remained dormant for a week
before activating and attempting to exfiltrate data. Upon detection, ORNL disconnected its network to
prevent further data loss.

The incident underscores how well-intentioned employees can inadvertently compromise security
through everyday actions, such as clicking a link. It highlights the critical need for continuous
cybersecurity awareness training and robust email filtering systems to mitigate the risks posed by
unwitting insiders.

This Guide does not specifically cover the unwitting insider. It focuses on insider adversaries who
have the motivation, intention and capabilities to plan and conduct a malicious act. For mitigating
the risk of unwitting insider, readers are encouraged to read publications related to developing robust
security culture such as the WINS International Best Practice Guide on Nuclear Security Culture

(2024).

Understanding Insider Adversary Motivation

Understanding what motivates insider adversaries to commit malicious acts can support early
identification of an insider adversary, inform a nuclear operator’s security culture programme and
guide development of effective insider threat mitigation arrangements.

Motivation refers to the underlying drive that compels an individual to act. In the context of insider
threat, it explains why someone may choose to be or become an insider threat - either by acting
alone or in collusion with others.

Motivation is complex and multifaceted. It can be shaped by an individual’s vulnerabilities as well
as their external circumstances. While no single profile fits all insider adversaries, some common
categories of motivation can provide a useful framework for identifying early indicators of risk, to
develop organisational awareness of the risk of insider threat and to consider the most effective
mitigation methods.

While the motivation of an insider adversary can stem from a wide range of personal, professional or
psychological factors, their motivation often falls into one or more of the following categories:

Financial gain

Some insider adversaries are driven by financial stress, personal debt or greed. These individuals
may attempt to exploit their access to sensitive systems or materials for monetary reward, such

as by selling information, being paid to disable security or safety devices or other actions that will
aid external adversaries. In environments where nuclear material or cyber credentials are highly
valuable, the potential for financial exploitation is acute. In some cases, the opportunity for gain is
opportunistic; in others, it may be premeditated and/or sustained over time.
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Disgruntlement and Ego

Disgruntled employees—those who feel undervalued, mistreated or disrespected—may seek revenge
against their organisation and become an insider adversary. This motivation is often tied to personal
grievance, such as being passed over for promotion, subjected to disciplinary action, or feeling
excluded from key decisions.

Ego-driven insiders may attempt to assert their value or intelligence by bypassing security measures
or exposing vulnerabilities. This can be particularly dangerous in environments where they may be
disgruntled but do not have a clear outlet for redress and reconciliation.

Coercion and Exploitation

Not all insider adversaries are motivated to act willingly. Some individuals may be coerced or
manipulated into malicious behaviour through threats, blackmail or exploitation of existing
vulnerabilities. Personal challenges such as substance abuse, debt or family-related stress can make
individuals more susceptible to external coercion and exploitation.

Ideological Motivation and the Risk of Radicalisation

One of the most challenging types of insider adversaries to detect is one who is motivated by
ideology. While financial stress or personal grievance may motivate some insider adversaries, others
may be driven by radical beliefs which they believe justifies their malicious actions.

The process of radicalisation of an individual involves the adoption of extremist views that can lead
individuals to reject organisational norms and act against their employer in pursuit of a “higher
cause.” Radicalisation can take many forms. It may stem from political ideology, religious extremism,
environmental activism or nationalist beliefs. There is no fixed period of time for the process of
radicalisation, but there are examples of individuals who self radicalised in a period of a few weeks or
months.

In some cases, individuals may be placed inside an organisation by external adversarial groups to
gain access to sensitive facilities. In other cases, radicalisation occurs gradually during employment,
through a process of conversion.

Radicalised insider adversaries may be willing to cause significant harm, accept a higher level of
personal risk and typically act with intention or determination that is greater than other insiders.
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Real-Life Example: Ideological Motivation: Sabotage at Koeberg NPP (Rodney Wilkinson)

Overview

Incident: Sabotage using planted explosives

Location: Koeberg Nuclear Power Plant (under construction), South Africa
Date: 18 December 1982

Insider: Rodney Wilkinson, temporary employee

Impact: $50 million in damage (1982 value); 18-month commissioning delay
Insider Profile

Rodney Wilkinson worked at the Koeberg Nuclear Power Plant as a draftsman responsible for
piping network diagram. He had been initially employed for 18 months and was then later
rehired after a three-year gap.

His motivation was political. He had strong anti-apartheid and anti-nuclear stances. He was
a supporter of the African National Congress (ANC), an historical anti-apartheid movement.
He had a history of political activism, registered as Absent Without Leave during national
service and previously self-identified as anti-nuclear.

Attack Details

e After his three-year gap, Wilkinson returned to the Koeberg NPP as part of a
coordinated plan with ANC leadership

e While working at the NPP, he gained unrestricted access to sensitive areas
* He planted four limpet mines targeting critical systems within the NPP.

e After the attack, he fled South Africa, successfully crossing the border into Swaziland.

Key Security Failures

CATEGORY FAILURES

Personnel No background checks conducted despite gaps in employment and
Vetting prior absence from military service

Access Control | Unrestricted access to sensitive areas unrelated to his job role

Security No mechanism for identifying radical ideological beliefs as a
Culture potential security risk
Information Sensitive diagrams and site plans were accessible and could be
Protection removed without detection

Lessons learned:

* Insiders can operate as long-term “sleepers” who are employed and have the
intention to eventually sabotage or exploit their position.

* Lack of vetting and follow up re-screening can create the opportunity for individuals
with radical ideological motives to infiltrate secure facilities.

* Weak security culture leads to a failure to flag an individual’s personal beliefs that
may indicate risk.
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State Sponsorship

In some cases, insider adversaries act as agents of another State. These individuals may be “planted”
during recruitment or “turned” after gaining access to sensitive areas, and may operate with external
direction, long-term objectives and/or embedded cover.

While their motivations might be ideological, political or financial their actions are shaped by the
goals of an external State sponsor and their capabilities are financed or assisted by the State sponsor.
These State sponsored insider adversaries may have as their objective the collection of sensitive
information, disruption operations, the sabotage of equipment or infrastructure or the degradation of
the reliability of a nuclear programme or facility.

State-sponsored insider adversaries might take several forms, such as:

¢ The plant: deliberately inserted into a nuclear facility by a hostile State or group with the long-
term goal of compromising systems, collecting intelligence or sabotaging operations

¢ The collaborator: recruited after employment, often through coercion, blackmail or ideological
alignment

¢ The sleeper: an individual who may not display adversarial behaviour for years until activated
by their handlers

These types of insider adversaries highlight the critical need for rigorous personnel vetting,
behavioural monitoring and trusted reporting systems, particularly in environments where national
security and geopolitical interests intersect.

State-Sponsored Insider Threats at Ukrainian Nuclear Facilities

According to the Security Service of Ukraine (SBU), by mid-2022 over 700 investigations had

been launched into suspected collaborators or enemy agents embedded in Ukraine’s critical
infrastructure, including nuclear facilities. Many of these individuals were reportedly recruited by
Russian intelligence services—including the GRU—and operated as maintenance workers, engineers,
and administrative staff. Their roles included providing geolocation data, mapping vulnerable
infrastructure, and coordinating with Russian strike units to support military objectives.

As detailed in Preliminary Lessons from Russia’s Unconventional Operations During the Russo-Ukrainian
War (RUSI, March 2023), Russian intelligence services recruited nuclear facility employees—including
those responsible for physical protection—prior to the February 2022 invasion. These insiders played
a key role in Russia’s attempt to seize control of Ukrainian nuclear infrastructure, including the
Zaporizhzhia Nuclear Power Plant.

Among the most notable examples is Andriy Derkach, a long-time agent of Russia’s GRU who served
as president of Ukraine’s state nuclear operator Energoatom. He reportedly used this role to establish
dependencies on Russian nuclear companies. SBU Major General Oleg Kulinich, a close associate of
Derkach and former Energoatom colleague, was arrested in June 2022 for allegedly transferring state
secrets, recruiting other insiders and facilitating Russian efforts to capture Ukraine’s south.

Interviews with Ukrainian counterintelligence officials cited in the RUSI report reveal that
recruitment efforts specifically targeted personnel involved in nuclear security, including those
responsible for physical protection.

This case highlights how state-sponsored insider threats can be long-term, strategic and embedded
with the national infrastucture.

11
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Nuclear Security Culture as a Foundation for Insider Threat Mitigation

Understanding what motivates insider adversaries is essential - however, motivation alone does not
determine whether insider threats emerge or are detected. Just as important is the environment in
which individuals work. An organisation’s ability to recognise and respond to insider risk depends
not only on policies and procedures but also on cultural norms that guide individual and collective
behaviour. Even a technically competent organisation may remain vulnerable if it underestimates the
importance of human behaviour in the overall security environment.

Without a nuclear security culture that promotes awareness, responsibility and trust, even the best-

designed mitigation strategies may fail. Nuclear security culture is both a foundation and enabler of

an effective insider threat mitigation programme (ITMP), which will be covered in more detail in the
following section.

In an organisation with a strong nuclear security culture, staff believe that nuclear security threats
are real, take personal responsibility for contributing to the security of the entire organisation, and
embed nuclear security practices as part of their daily work lives. Such a culture encourages early
detection of insider threats, often through co-worker vigilance and an environment where concerns
can be voiced without fear of retaliation.

Nuclear security culture and nuclear safety culture should be integrated: both depend on staff doing
the right thing, at the right time, in the right way. This includes ensuring that employees are well-
trained, adhere to procedures and exercise sound judgement. Human reliability issues—such as drug
or alcohol use on the job—pose risks to both safety and security. Nuclear safety and security human
reliability programmes help address such risks consistently and efficiently, often sharing resources
and reinforcing one another.

Establishing a Security Culture Baseline

To ensure nuclear security culture remains aligned with organisational goals, regular assessments
are essential. These assessments help determine a baseline level of engagement and identify areas for
improvement. Performance indicators — such as confidence in reporting mechanisms, perceptions of
fairness and levels of cybersecurity awareness — help to establish a baseline that can be tracked over
time and benchmarked across departments or against industry peers.

IAEA NSS No. 28-T Self-assessment of Nuclear Security Culture in Facilities and Activities highlights the
importance of culture self-assessments in revealing how beliefs, values and behaviour influence
nuclear security outcomes. Effective assessments use multiple methodologies, including surveys,
interviews, focus groups, direct observations and document reviews.

In the context of insider threat mitigation, cultural assessments can uncover blind spots — such

as reluctance to challenge poor behaviours or report concerns — and point to enabling actions like
improved communication or anonymous tip lines. In another example, the identification of poor
cybersecurity culture across, or within specific sections of, the workforce can give a clear indication of
where heightened insider threat vulnerability may exist.
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National Nuclear Security Threat Assessment and Design Basis Threat (DBT)

National Nuclear Security Threat Assessment Process

The State identifies and assesses threats in the nuclear sector through a method called a national
nuclear security threat assessment. A wide range of State authorities are typically involved in the
national nuclear security threat assessment, including intelligence and law enforcement agencies,
armed forces, border control and customs authorities, specialised agencies (such as those responsible
for information security) and the nuclear regulatory body.

The authorities collect and analyse information on existing threats and credible potential threats and
threats actors (adversaries). Threat actors could include terrorists, other criminals and extremists
who might try to acquire and use nuclear material or other radioactive material to build nuclear
explosive devices, radiological dispersal devices or radiation exposure devices. Their intention may be
to sabotage facilities where nuclear or other radioactive material is used or stored, or they may target
nuclear or other radioactive material in transport. In this process, the potential for insider threats is
also considered.

The authorities analyse actual and potential threat actors to identify who may have the motivation,
intention and capability to commit a malicious act. The analysts assess potential targets and evaluate
whether individual threat actors have the capability to commit a malicious act — such as the
unauthorised removal of material, sabotage of a facility or sabotage of material during transport —
that would result in unacceptable radiological consequences. Even if they currently lack intention and
motivation, highly capable threat actors are often still considered, as these factors could change on
short notice.

The output of this phase is a concise but comprehensive definition of representative attributes and
characteristics of the threat actors. Finally, policy considerations, such as the required degree of
conservatism and political factors, are incorporated into the assessment.

Design Basis Threat

The design basis threat (DBT) is the main document that is developed and used by a regulatory body
to communicate the findings of the national nuclear security threat assessment to their nuclear
operators.

A DBT describes the potential insider and/or external threats who may attempt a malicious act. This
regulatory document defines specific threat characteristics that a nuclear operator’s nuclear security
systems should be designed for and evaluated against. In other words, it is the common planning
basis for the design and evaluation of a nuclear operator’s physical protection system and in some
cases its cybersecurity measures. Key considerations include whether insiders would be willing to
kill or die to achieve their goals, would act alone or possibly in collusion, and the extent of insider
support and assistance that an external threat could rely upon.

As actual knowledge available to an insider adversary is difficult to assess, it is good practice to
consider in the design and evaluation of security arrangements that an insider adversary would have
full knowledge of a facility, its operational conditions, and related safety and security measures.

13
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Target Identification - What Needs to be Protected

Target identification involves determining which material and equipment needs to be protected from
an adversary, including insider adversaries. Targets may include nuclear material, associated areas,
buildings, critical equipment, components, information systems and functions. Other assets, such

as surveillance systems and monitoring equipment, may also need protection if they are critical to
maintaining the security of a target.

Some targets are targets for theft (unauthorised removal) and may be stolen in one single act or over
a period with smaller quantities of material being stolen on several occasions (protracted theft). An
insider adversary may carry out protracted theft by repeatedly removing material undetected due to
their knowledge of systems and how to defeat these systems so that they can steal material without
detection. Some targets are targets for sabotage. Sabotage targets are determined by analysing the
potential for the facility’s radioactive material inventory to result in defined levels of radiological
consequences in circumstances where sabotage is successful.

By mapping the potential pathways of adversaries to the targets, organisations can better understand
the steps an adversary will need to take to carry out a malicious act — whether directly against

the target or in preparation for the attack. Adversary sequence modelling (ASM) is a useful tool in
this process. ASM, which is a vulnerability assessment process, allows for a structured assessment

of how an insider adversary might progress through a sequence of actions to compromise a target.
This approach not only identifies targets but also informs the selection and application of associated
security measures. An insider adversary pathway analysis should be systematically conducted

to examine the sequence of actions required for an insider adversary to successfully complete a
malicious act.

INSIDER THREAT MITIGATION PROGRAMME

Introduction

Successful measures to reduce the risks associated with insider threats requires the implementation
of a combination of security arrangements, encompassing both preventive and protective measures
and the application of the graded approach to the design of the systems and their implementation.
To achieve this objective, a nuclear operator should develop an insider threat mitigation programme
(ITMP) as an integral part to their security programme.

An ITMP offers a formal and systemic approach to mitigating the risk of insider threats. It is a
strategic, cross-cutting framework that integrates protective and preventive security measures into
the broader structure of the organisation’s risk management system.

The purpose of an ITMP is to establish a coherent and integrated programme, ensuring that all
policies, procedures and processes support decision-making within an organisation.

Rather than being a single document, an ITMP is typically a set of policies, procedures and practices
that align with the organisation’s legal and regulatory obligations and risk appetite and is designed to
reduce the risk associated with insider threat.

Effective implementation of an ITMP relies on a strong nuclear security culture, supported by a
mindset of continuous improvement and operational resilience. In addition, to be effective, an ITMP
must be comprehensive. As most staff now interact with IT and OT systems, managing the cyber
insider threat is an integral part of any ITMP.
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An ITMP should be a long-term, scheduled and repeatable sequence of management activity designed
to create mechanisms that reduce the risk of insider threat. The programme must also be designed to
ensure that the organisation can draw lessons from its implementation and continuously improve the
efficiency and effectiveness of mitigation measures.

Development

The development of an ITMP should be undertaken by a coordinated working group. The working
group should represent different levels of staff including executive managers with functional
responsibilities, be cross-functional, inclusive and authorised to develop and oversee the design,
implementation and evaluation of the ITMP.

Key internal stakeholders that could be represented on the working group include representatives
from the following areas of an organisation:

e Security (including armed and unarmed guard force)
e Information technology and cybersecurity

e Operations

e Nuclear Safety and radiation protection

e Human resources

e Occupational health and safety

* Legal and compliance including audit and assurance

The working group should take into consideration requirements or expectations from relevant
external stakeholders, such as regulatory authorities, law enforcement agencies, intelligence services
and labour organisations. This will ensure that implemented measures are complementary to each
other, do not obstruct efficient operations, are consistent with organisational values and objectives
and comply with external legal and regulatory requirements.

Roles and Responsibilities

The ITMP should clearly define roles and responsibilities, including that of the organisation’s leaders,
managers with responsibility for security, security personnel and human resources professionals.

Leaders and Senior Managers

The commitment of leaders is critical for establishing, implementing and maintaining an effective
ITMP. Without active support from senior leaders, ITMPs are unlikely to receive the resources,
authority or cross-departmental coordination required. Leaders shape organisational priorities and
have a direct influence on the strength of the organisation’s security culture. Their support and buy-
in will normalise insider threat mitigation as an important business function, not only a security
matter.

Getting support from senior leaders is often challenging because insider threats are often perceived as
rare—particularly in the nuclear sector where incidents are infrequent—leaders may underestimate
the relevance of, or the need to create, an ITMP.

15
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Persuading leaders that insider threats are credible threats is essential for gaining their sustained
support, and it requires more than citing insider incidents that have happened in the past. Framing
insider threat mitigation as essential to risk reduction, operations, regulatory compliance and
reputational resilience is more persuasive. Drawing parallels to other high-hazard industry and their
efforts to reduce the risk associated with insider threat can be helpful.

The Security Department

The Security Department plays a leading role in implementing and sustaining the ITMP. It ensures
that security policies are clear, actionable and integrated into daily operations, and that controls such
as access, surveillance and reporting mechanisms align with insider threat objectives.

As a central point of coordination, the department acts as a bridge between different departments—
such as HR, IT and operations—to embed security across the organisation, providing clear, actionable
analysis of the value of implementing an ITMP. It also supports awareness initiatives, facilitates
behavioural reporting and leads the investigation of insider-related concerns.

Furthermore, the Security Department ensures that security expectations are communicated with
transparency, regularity and consistency across all levels of the organisation.

The Role of Human Resources

The human resources (HR) department plays a central role in mitigating insider threats by supporting
preventive measures including the development of security-conscious practices throughout the
employee lifecycle. During vetting, HR helps identify individuals with potential risk factors to inform
hiring decisions.

Once employees are on board, HR contributes significantly by developing and enforcing clear policies
and codes of conduct, which set expectations for ethical behaviour, appropriate use of company
resources and adherence to data privacy standards. HR also plays a key part in onboarding, ensuring
that new employees understand their security responsibilities, and in offboarding, where they oversee
the return of assets and the revocation of access to systems and information.

HR can also help monitor behavioural changes that might indicate risk, such as declining
performance, policy violations, or signs of personal distress. In collaboration with other departments
like IT, legal, and security, HR contributes to the investigation of potential incidents and ensures that
disciplinary actions are fair and compliant with employment laws.

Importantly, HR helps foster a positive organisational culture, which is essential in reducing the
root causes of some motivation for insider threats, such as dissatisfaction, disengagement or ethical
lapses.

By promoting trust, offering support through employee assistance programmes, and encouraging
the safe reporting of suspicious behaviour, HR helps build an environment where employees are less
likely to become threats and more likely to act as allies in security.
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Best Practice: Establishing an ITMP

Effectively setting up an ITMP requires an integrated, organisation-wide approach grounded in
strategic alignment, leadership support and cross-departmental coordination. The programme
should identify critical assets, map potential insider pathways and develop proportionate, clearly
communicated measures to mitigate identified vulnerabilities.

Success depends on early engagement from senior leadership to ensure adequate resourcing and
visibility, as well as active involvement of key internal and external stakeholders. By mainstreaming
insider threat mitigation within existing organisational structures and risk management processes,
the ITMP becomes a living framework - capable of evolving with the threat landscape and sustaining
continuous improvement.

Design Principles and Practical Considerations

Once establishing an ITMP, its success depends on how well its design aligns with the organisation’s
operational environment. Effective mitigation strategies must be based on a clear understanding

of potential risks, while remaining adaptable to evolving threats and institutional changes. Design
principles should be shaped not only by the nature of insider threats but also by the organisation’s
structure, workforce dynamics, regulatory requirements and cultural context.

The following considerations help ensure that the ITMP is practical, resilient and proportionate,
supporting consistent implementation and long-term sustainability.

Balancing Workforce Morale and Nuclear Security Requirements

Personnel are a facility’s first line of defence against insider threats, both through their vigilance and
their willingness to report suspicious activity. High morale and a sense of belonging increase both
trust and the likelihood that staff will participate actively in mitigation measures.

Conversely, overly intrusive or unfairly applied nuclear security measures may alienate employees
and discourage cooperation. Employees who become disgruntled, for instance, due to intrusive,
disruptive security requirements—or who are treated unfairly by hostile managers—are unlikely to
report suspicious activities and may even become a threat to the organisation. While intrusive nuclear
security measures may reduce the risk of insider threat, it may also eliminate the vital support of
other employees in mitigating its risk.

To maintain adherence by the staff, nuclear security protocols should be proportionate to the
sensitivity of the areas of the assets they protect, implemented transparently and applied consistently
across the workforce. Furthermore, employees should be made to feel that they are part of the
solution, not the problem. It is, therefore, important to carefully consider where the balance lies
between employee support and the benefits and costs of nuclear security measures.

Compliance with Legal Requirements

ITMPs must comply with national laws, which define the scope of permissible security activities.
Some jurisdictions may prohibit certain measures, such as medical or psychological testing, without
explicit consent. Additionally, privacy rights, employment laws and social norms differ widely across
countries.

Individuals who are developing an ITMP should consult legal and compliance experts to ensure
that mitigation measures are legal and appropriately balance individual rights with organisational
security. In some cases, organisations may be able to leverage existing regulatory frameworks—such
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as personnel reliability programmes required under national legislation or licensing conditions—
requirements to formalise and reinforce insider threat mitigation activities. Aligning ITMP measures
with regulatory or licensing expectations can also help gain leadership support and streamline
implementation.

Personnel Trustworthiness Requirements Mandated by the US Nuclear Regulatory Commission

The US Nuclear Regulatory Commission has a regulatory requirement for trustworthiness and
reliability screening in the US nuclear sector. This means that, instead of building an insider threat
mitigation programme from scratch, US nuclear operators can base key components of their ITMP to
a set of regulatory requirements.

What does this mean in practice?

* Personnel vetting, behavioural observation and ongoing re-evaluation are already mandated.
These activities can be directly integrated into an ITMP as preventative measures without
justifying them as new initiatives

* The regulatory alignment provides legitimacy and reduces internal resistance as these
activities are compliance requirements

* Framing regulatory programmes for both compliance and insider threat mitigation can help
gain leadership buy-in and secure resources

Accounting for Non-Standard Operations

Non-standard operational period—such as facility new-builds, maintenance, upgrades, drills or
emergency response—often involve expanded access by temporary personnel and partial suspension
of normal security systems. These temporary personnel might not have been subject to the same level
of screening that regular employees are. These situations increase vulnerability to insider threats.

To manage this risk, temporary but proportionate security measures should be introduced. For
example, individuals with temporary access to sensitive areas should be escorted at all times, and
responsibilities should be clearly defined for any changes in security roles or authorisations during
these periods.

Managing Supply Chain Challenges

Many contractors and subcontractors—including IT specialists, engineers and security staff —may
require specific access to areas of the nuclear facilities and its systems. This may also include
contractors who design and build many parts of the facility including the physical systems as well
as the IT and OT systems and associated network security layers. Insider threat mitigation measures
within the supply chain must therefore be managed with the same rigour as that applied to staff.

The risk of a contractor becoming an insider adversary can be mitigated by applying site-wide
policies and procedures to the entire contractor population. In other words, security policies should
extend to contractors through legally binding agreements, and the vetting process should be
equivalent to that of full-time employees. Clear responsibility for conducting background checks,
whether by the regulator or licensee, must be defined. Furthermore, security clearances should be
role-based and uniformly applied to avoid discrepancies that could create exploitable weaknesses.
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Sustaining Mitigation Efforts

Sustaining the ITMP over time requires ongoing awareness campaigns, training and attention

to nuclear security culture. Employees must understand their individual and collective roles in
identifying and reporting insider risks. Policies should be widely known and consistently enforced,
including mechanisms for handling policy breaches and encouraging the reporting of suspicious
behaviour.

Providing regular refreshers on security procedures, updating staff on threat trends and
acknowledging employee contributions to security will help keep engagement high. Furthermore,
clearly communicating policies to all employees, contractors and subcontractors—particularly those
outlining how potential insider risks or suspicious behaviours will be reported, investigated and
potentially punished—acts as a strong deterrent and supports effective risk mitigation. Sustained
efforts such as these also support a positive nuclear security culture, which is essential for long-
term success.

Feedback, Learning and Continuous Improvement

An effective ITMP must be dynamic, capable of learning from internal experience and adaptable
to external developments. Organisations should capture lessons learned from past incidents, near
misses and external case studies.

Performance monitoring, internal audits and staff feedback mechanisms can identify gaps in
current practices. These insights should feed into iterative improvements of both technical systems
and organisational behaviour. Regular review cycles ensure that the ITMP remains aligned with
evolving threat environments and organisational needs.

External audits can be organised to review the ITMP or part of it. Such third-party reviews have
the advantage of being independent and therefore reducing the risk of bias that may impact the
accuracy of the assessment. A peer review may also be a useful option. Peer reviews are based
on evaluations carried out by experienced professionals with the objective of benchmarking an
organisation’s practices with industry expectations, identifying areas for improvement, sharing
experience and highlighting best practices.

Best Practice: Designing a Sustainable ITMP

Effective insider threat mitigation requires an ITMP that is proportionate, context-specific and
legally compliant. Design and implementation should reflect the organisation’s operational
realities, workforce dynamics and regulatory environment, while balancing security needs with
employee morale and engagement. Measures should extend across all operational states—
including construction, maintenance and emergencies—and apply equally to staff, contractors

and subcontractors. Sustaining the ITMP over time depends on continuous awareness, clear
communication and consistent enforcement. Regular feedback, internal assessments and
independent reviews ensure the programme remains adaptable, effective and aligned with evolving
threats.
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CORE COMPONENTS OF AN ITMP

Types of Measures

Building on the design principles and practical considerations outlined in the previous section, the
next step in implementing an ITMP is the application of security measures to all systems. These
measures form the practical core of the ITMP, translating policy into day-to-day practice and
ensuring that risks are reduced across all physical, digital and behavioural domains.

There are two main types of measures that are used to reduce the risk of insider threats. These are
preventive measures and protective measures.

Preventive measures are designed to reduce the likelihood of an insider threat before a malicious

act occurs. These measures focus on identifying and addressing risk factors in personnel behaviour,
access and organisational processes. When implemented strategically, preventive measures help build
a trustworthy workforce, ensure appropriate access controls and promote a strong nuclear security
culture. Preventive measures need to be applied not only during employment but also before an
individual is onboarded at the earliest stage of employment and also at the end of their employment
as they leave their position.

Protective measures refer to measures to detect or delay malicious acts, as well as respond to

or mitigate the consequences of a malicious act. Protective measures against insider threats are
challenging to design as an insider may have special knowledge, access and authority which is not
held by an external adversary. To put in place effective protective measures, organisations need

to consider the design and implementation of their access control measures, personnel tracking,
detection of prohibited items including vehicle, personnel and package searches, as well as the use of
surveillance systems to monitor personnel.

A
Individuals Reduce the number of potential insiders
applying
for access . .
Insiders with Further reduce the number of potential insiders
unauthorised
%_ access Insiders with
o s .
K% access to Minimise opportunity
- critical assets
E or vital areas
g Detect, delay, respond
£
3
Z Act Mitigate
Insider completed or
initiates act interrupted
v v v . .
| Apply preventive measures |

| Apply protective measures |

Figure 1 — The relationship between preventive and protective measures in an insider threat mitigation (IAEA
NSS 8 Fig.1)
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Several security measures can be considered as both preventive and protective. During the design,
implementation and evaluation of the ITMP, the potential value of each measure for both protection
and prevention and for various types of insiders should be established.

Preventive Measures

Human Reliability Programmes (HRPs)

Human reliability programmes (HRPs) form the backbone of preventive efforts in nuclear
organisations. An HRP is a structured, organisation-wide system for verifying, maintaining and
supporting the trustworthiness, dependability and suitability of personnel. These programmes are
typically graded, meaning that individuals with greater authority or access to sensitive materials,
systems and locations are subject to more rigorous assessments.

HRPs seek to proactively identify and address potential vulnerabilities by screening personnel at
a number of stages of employment. The objective is not only to prevent access by untrustworthy
individuals but also to create a culture of integrity, personal accountability and organisational
transparency.

A well-functioning HRP is supported by a diverse team of internal and external stakeholders,
including human resources, nuclear security, occupational health, IT/cybersecurity, legal, emergency
planning, as well as law enforcement or intelligence agencies.

Key components by employment phase of a comprehensive HRP include the following:

Pre-employment preventive measures are used to filter out individuals who may pose a risk
before they are granted access to a facility. These measures typically include:

e Vetting and background checks to assess trustworthiness (such as integrity, honesty and
reliability) by verifying identity, confirming work history, education and qualifications and
searching for substance use, criminal record and other risk indicators.

e In some jurisdictions, additional screening may include checks on travel history, ownership of
foreign property, as well as affiliation with radical political and religious associations. These
checks are tailored to role-specific access requirements.

During employment preventive measures aim to minimise risk of malicious activity by identifying
concerning behaviours or characteristics early and responding before harm can occur.

e Periodic re-evaluations to review ongoing suitability, including updated vetting, behavioural
assessments and performance reviews. This is an important tool that helps to detect changes
in an employee’s circumstances. These re-evaluations can be initiated in response to
behavioural observation and reporting and/or as a routine requirement managed by the human
resources department.

e Medical and psychological evaluations for roles with high security sensitivity, conducted in
compliance with national laws and informed consent. These evaluations assess physical and
metal fitness to perform duties safely and responsibly.

e Behavioural observation and reporting systems to identify early signs of stress, disgruntlement
or misconduct.

e Continuous monitoring of workplace behaviour by peers and supervisors to detect early signs
of stress, disgruntlement and other concerning changes.
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e Supervisory interviews and engagement might be conducted to establish ongoing dialogue
between managers and staff to build trust, clarify expectations and surface concerns
informally before they escalate.

e Security awareness training to reinforce organisational values, expected behaviours and
avenues for reporting.

e Support mechanisms such as counselling, employee assistance programmes or financial
guidance to help manage personal stressors.

Post-employment preventive measures focus on ensuring that all access to sensitive information,
systems and areas is promptly revoked once an employee leaves the organisation.

* Timely offboarding procedures including revocation of access rights, retrieval of physical
credentials and deactivation of user accounts.

e Password and system credential resets, particularly for shared or high-level administrative
access, to prevent lingering vulnerabilities. Where possible and appropriate, shared passwords
should be changed to prevent unauthorised use.

It should be noted that HRPs are not stand-alone tools; instead, they are most effective when
embedded within broader preventive frameworks and linked to access control systems, incident
reporting tools and the organisation’s performance management processes.

Awareness and Behavioural Observation Programmes

A robust security culture requires regular training and awareness-raising activities that reinforce
employees’ understanding of insider threats and their responsibilities. Case studies and scenario-
based training can help normalise the idea of vigilance and reinforces the organisational and cultural
that are expected from them. Behavioural observation mechanisms should allow employees to report
concerning behaviours confidentially, without fear of retaliation.

Anonymous tip lines, supervisor feedback channels and informal reporting routes should all be in
place to support early detection. Importantly, management must be prepared to respond supportively
- not punitively - when concerns are raised. This reinforces a culture of accountability and trust.

In addition to observational mechanisms, every member of an organisation should be trained to
recognise and report behavioural “red flags” that may indicate elevated risk to nuclear security,
although it is important not to stigmatise certain behaviours or conditions. According to Oak Ridge
National Laboratory’s Human Reliability Implementation Guide, these indicators can be particularly
useful when considered alongside personal motivations, access and opportunities.

Common red flag behaviours include:

¢ Significant changes in mood or behaviour. Sudden withdrawal from colleagues, increased
irritability, erratic mood swings or visual signs of depression may signal personal distress or
psychological instability.

¢ Disregard for security procedures. Repeatedly bypassing established, expressing disdain for
policies or attempting to rationalise noncompliance can be early signs of insider risk.

+ Expressions of hostility or revenge. Individuals who openly discuss grievances or show
resentment, particularly if they express an intent to harm the organisation or its members,
maybe be at elevated risk.

¢ Sudden influx of wealth. Sudden unexplained purchases, such as high-end vehicles or
vacations, may signal outside influence or compensation inconsistent with known income.
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¢ Financial hardship. Openly discussing debts, borrowing from colleagues or displaying visible
stress related to finances can indicate vulnerability to coercion or bribery.

¢ Frequent absences or irregular hours. Unauthorised access during off-hours or a pattern of
unexplained absences may suggest attempts to avoid oversight. This is particularly concerning
when employees suddenly change their normal working schedules to work early, late or alone.

¢ Substance abuse. Observable signs such as the smell of alcohol, slurred speech or erratic
behaviour or past drug/alcohol issues affecting performance may signal deeper reliability or
trustworthiness issues.

¢ Disruptive or aggressive behaviour. Employees who frequently argue, complain or exhibit
violent outbursts may be struggling with emotional regulation, which can escalate into risk
behaviours.

¢ Refusal to learn or follow procedures. Resistance to required training, disregard for workplace
norms or dismissiveness toward nuclear security policies may indicate intent to bypass
controls or protocols.

¢ Unusual interest in unrelated tasks or areas. An employee asking detailed questions about
areas outside their role, particularly sensitive systems or security protocols, may be gathering
information for malicious purposes.

¢ Problematic online habits. Repeated downloading of unauthorised software, connecting
unapproved storage devices, accessing restricted content or excessive use of social media
during work hours could signal disregard for cyber hygiene, and may be preparatory actions
for insider activity.

¢ Layoff or termination period behaviour. Following notice of termination or layoff, employees
may show signs of emotional withdrawal, anger or unauthorised attempts to access secure
systems.

¢ Repeated violations of IT policies. Multiple login failures, accessing confidential data outside
one’s scope or connections to know suspicious domains or unapproved devices could indicate
insider activity.

¢ Unexplained secrecy or evasiveness. Individuals who are unusually secretive about their
work, devices or physical movements, or who avoid supervision, may be hiding inappropriate
activities.

Not all individuals displaying these behaviours are insider threats, and not all insider threats will
display these behaviours. However, consistent negative patterns or a combination of indicators -
particularly those involving access, motivation and behavioural shifts - should be taken seriously.

Importantly, behavioural observation is not only about identifying insider adversaries. It can also
help detect unwitting insiders - those who unintentionally facilitate insider adversaries due to
carelessness, complacency or being manipulated by others. Signs may include the following:

= Sharing passwords or credentials casually
= Propping open secure doors for convenience
= Clicking unknown links or plugging in unknown USB devices

= Allowing unauthorised individuals to follow them into secure areas

Such behaviour highlights the importance of regular awareness training and clear protocols. Staff
should understand the difference between honest mistakes and recurring patterns of concern, and
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they should know how to report those concerns safely. Supervisors and line managers should also
be equipped to detect red flags in employee behaviour and know how to escalate these observations
appropriately.

Employee Engagement and Wellbeing

Preventive measures also extend to employee morale and wellbeing. Tools such as anonymous

staff satisfaction surveys - which should be conducted regularly - provide insights into employee
perceptions, workplace stressors and leadership effectiveness. When analysed and addressed
thoughtfully, survey results can help to identify dissatisfaction or tension among staff that may lead
to insider vulnerabilities.

Organisations should also promote access to support services such as the following:

* Addiction or substance abuse counselling
* Financial wellness and debt management resources

* Mental health support and referrals

These issues not only address individual risk factors but also strengthen loyalty to the organisation
and reduce the likelihood of possible disgruntlement turning into malicious behaviour.

Access Control and Compartmentalisation

Access to sensitive information, systems and areas should follow a graded, need-to-access approach.
Individuals should only be granted access to the materials and locations required to carry out their
duties. Strong access controls, including biometric authentication or colour-coded ID badges, can
support enforcement.

Access control systems can also be leveraged to monitor and analyse entry and exit times to analyse
behaviours that might be seen as red flag behaviours, as mentioned earlier in this section. Employees
who consistently access facilities during off-hours - such as weekends, early mornings or late

at night - may warrant further attention. Logs from badge readers and entry systems should be
reviewed regularly to identify irregular access patterns or unexpected changes in an individual’s
schedule. Security personnel should be instructed to log after-hours access and cross-check it against
operational needs. Abnormal access patterns may be indicative of additional pressures or malicious
intent and should trigger further investigation.

Where possible, compartmentalising workflows to only allow individuals to have role-relevant

access to sensitive areas, material and information can reduce the risk that any one person has the
authority, knowledge and access to execute a malicious act. However, excessive compartmentalisation
should be avoided if it hampers efficiency or collaboration.

Two-Person Rule

The two-person rule requires two authorised individuals to be present to perform critical actions,
particularly in accessing materials or sensitive data. This measure is effective in limiting the
opportunity for solo actors to carry out malicious tasks unnoticed.

Applications might include:

e Dual-access control for physical spaces (such as vaults or control rooms)

e Dual authorisation for issuing credentials or accessing systems
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e Co-authorisation of digital actions such as downloading sensitive files or changing passwords
on a secure IT system

Video and cyber surveillance

CCTV monitoring plays a crucial role in insider threat mitigation by deterring malicious or negligent
actions and providing evidence for investigation of a malicious act. While it does not eliminate insider
risks, CCTV can be a valuable tool in identifying, preventing or mitigating insider risks. It is expected
that with advances in artificial intelligence, CCTV systems may become more and more efficient and
effective in this task.

As digital systems become increasingly critical to nuclear operations, insider threats in cyberspace
must also be addressed. Monitoring employees’ digital activities can help detect anomalous behaviour
before any harm or damage occurs. This includes the following types of surveillance:

e Tracking failed login attempts or unusual login patterns
* Monitoring USB port access and file transfers

e Identifying connections to suspicious websites or email domains

Both video and cyber surveillance measures should be applied proportionally and transparently, with
appropriate oversight to prevent misuse.

Protective Measures

Preventive and protective measures are mutually reinforcing elements of an effective ITMP. While
preventive measures aim to reduce the likelihood of an insider threat, protective measures are
designed to detect, delay and respond to malicious acts should they occur. Integrating the two
ensures a comprehensive and resilient approach to insider risk mitigation.

Protective measures are predominantly technical in nature and support the implementation of
preventive measures. They can be deployed independently but achieve greater effectiveness when
used in coordination with preventive measures as part of a well-constructed ITMP.The two-person
rule exemplifies this integration. While the rule itself is a procedural, preventive measure, protective
applications may include dual-key access controls, visual confirmation through CCTV, or mandatory
dual authentication for system access.

Detection and Assessment Measures

Detection measures are critical for identifying malicious activity at the earliest possible stage along
the adversary pathway. Insider adversaries complicate detection due in many cases to their legitimate
access rights, authorities and knowledge of facility systems, making it crucial to establish multiple,
overlapping detection capabilities.

Technical systems - such as automated access control, CCTV, motion detectors and behavioural
monitoring software — can help identify anomalies or suspicious behaviours. These systems should
be configured to flag unusual activity, such as access to restricted areas outside of authorised hours,
repeated failed login attempts or unexpected deviations from routine workflows.

Detection must always be paired with assessment capabilities to verify alerts and determine
appropriate responses. This includes staff trained to investigate alarms, identify irregularities and
assess the intent or cause of an event, particularly in cases in which insider involvement is suspected.
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Detection technology also serves the purpose of tracking employees as they move around the facility.
This further serves a safety purpose, accounting for employees in the event of a nuclear safety or
nuclear security incident and enables the identification of unusual physical or virtual access activity.
These detection methods also provide data that could be used as evidence when investigating a
nuclear security incident.

At the facility level, Nuclear Material Accounting and Control (NMAC) systems also play an
important role. NMAC systems track the quantity and movement of sensitive materials and can
detect unauthorised transfers of material in each area of a facility using both physical inventories
and accounting measures. It can also detect whether these transfers occur as isolated incidents or
gradually over time. Effective NMAC system implementation not only supports detection but can also
act as a deterrent.

Other examples of measures to detect contraband or illegal movement include the following:

e Radiation monitors at facility exits

e X-ray scanners for entry screening for the detection of contraband on entry to high sensitivity
areas,

e Vehicle scanners or sniffer dogs for detecting illegal substances, including explosives.

Delay Measures

Delay measures are designed to increase the task time of an adversary, thereby creating additional
time for detection and response. Although insiders may possess knowledge or have access
authorisation that enables them to bypass some barriers, carefully designed delay measures still play
a crucial role in the overall security posture against insider adversaries.

Delay measures include:

* Physical barriers, such as reinforced doors or access-controlled turnstiles
* Technical obstacles that slow down authorised digital access or data exfiltration

* Procedures requiring multiple verifications (such as badge and biometric) to proceed through
secure zones

Delay measures should be layered and embedded throughout the facility’s access and control
architecture, considering both the physical and cyber domains. The combination of barriers with
detection points ensures a defence-in-depth model that can support the neutralisation of threats
before they reach critical assets.

It is essential to understand that each procedural or technical element of a security system may
provide different detection or delay opportunities having regard to each type of insider threat under
consideration in the development of the ITMP.

Response Measures

Effective response capabilities are essential for intercepting or neutralising insider threats once they
are detected. These measures focus on immediate containment, mitigation of damage and support for
recovery operations.
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Response activities may include the following:

¢ Deploying armed or trained response personnel (who may be onsite or offsite) to intercept
insider adversaries

+ Isolating affected digital networks to prevent further exploitation

¢ Locking down facility areas to contain movement and protect uninvolved personnel

Well-developed emergency and contingency plans are the cornerstone of an effective response. These
plans should:

* Define communication protocols and stakeholder responsibilities
* Outline recovery and mitigation actions

* Include training exercises and drills to test readiness

It is particularly important to account for the possibility that an insider adversary may be familiar
with these plans. As such, redundancy and contingency strategies should be built into the response
framework to maintain effectiveness even when some elements are compromised.

When implemented in conjunction with preventive measures, protective measures provide the
technical and procedural foundation to identify, impede and neutralise insider adversaries across all
stages of the management and mitigation of risk.

Cybersecurity-Specific Measures

Consideration of the malicious acts that may be undertaken or enabled by insider adversaries extend
beyond physical access and also include the digital domain. As most personnel in a nuclear facility
interact with digital systems in some capacity, the ITMP must address the risks posed by cyber
insider adversaries — individuals with authorised access to IT or OT systems.

To address these risks effectively, the ITMP should include a dedicated chapter, or set of documents,
focused on mitigating cybersecurity insider threats. While many physical protection principles also
apply in cyberspace, the technical environment and threat dynamics require tailored approaches.

The cybersecurity insider threat mitigation should be structured around three core pillars:

1. Deny Access: Prevent high-risk individuals from accessing critical data, data systems and
data assets. This includes pre-employment trustworthiness checks, ongoing fitness-for-duty
evaluations and role-based access controls. These measures serve to both filter out unsuitable
candidates and limit sensitive system access for current personnel.

2. Deny Opportunity: Restrict individual’s movements within digital environments to reduce
the chance of malicious activity. Technical, administrative and procedural controls - such as
segmentation of systems, least-privilege access principles and activity monitoring - should
ensure that staff and contractors only access systems necessary for their job functions or their
contractual responsibilities.

3. Rapid Detection and Response: If the first two pillars fail, organisations must be able to detect,
contain and respond to malicious cyber activity promptly. This includes intrusion detection
systems, anomaly detection tools and well-rehearsed response protocols that allow for timely
isolation of compromised systems and mitigation of damage.
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These cybersecurity elements should be fully integrated into the broader ITMP to ensure that
preventative, protective and responsive strategies cover both physical and digital insider risks. This
means that the cybersecurity team are a key part of the working group referred to above that is
responsible for the design, implementation and evaluation of an ITMP.

Figure 2 below provides an example of how these programmes might be implemented at a nuclear
power plant.

DENY ACCESS
DENY OPPORTUNITY
o |dentify verification DETECT/REDUCE IMPACT
. . e Guard force tours
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e Sensitive information classification
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e Cybersecurity inspections
and audits

e Training and awareness

e Drill and exercise
programme

e Nuclear security culture

Figure 2 — Cybersecurity pillars for insider threat mitigation.

Best Practice: Implementing Insider Threat Mitigation Measures

To effectively mitigate insider threats, organisations should apply a balanced and integrated mix of
preventive and protective measures both for physical and digital assets:

Preventive strategies — such as human reliability programmes, behavioural observation, access
controls and staff engagement - should be implemented early to reduce the likelihood of insider risks
developing.

Protective measures such as surveillance, detection systems, delay mechanisms and emergency
response procedures must be in place to catch and contain incidents that do occur.

Cybersecurity-specific measures should be integrated throughout, focusing on restricting access,
reducing opportunity and enabling rapid response.

Across all domains, the effectiveness of these measures depends on a strong security culture,
leadership support and continuous performance monitoring to ensure long-term sustainability and
adaptability.
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PERFORMANCE TESTING

Once insider threat mitigation measures have been implemented, it is essential to verify whether they
are functioning as intended. Even the most carefully designed ITMP can fail if its components are not
tested, refined and validated through regular performance testing.

Performance testing ensures that insider threat mitigation is operationally effective, not only
theoretical. It enables organisations to assess how well security measures work in practice, identify
gaps or weaknesses and make evidence-based improvements. This section outlines how methods of
assessment such as vulnerability assessments, the development of performance indicators and the
use of independent assessments can be used to strengthen and sustain the ITMP over time.

Vulnerability Assessment

A vulnerability assessment (VA) is a structured, risk-informed evaluation of where threats are

most likely to succeed. It involves identifying weaknesses in systems, processes or organisational
behaviours that could be exploited by insiders. VAs help inform the prioritisation of resources and the
selection of the most appropriate countermeasures.

Effective VAs typically build on design basis threat information, facility-specific risk data and
scenario-based exercises to test the strength and resilience of insider threat controls. This process
should align with the organisation’s graded approach to security, taking into account the varying
levels of sensitivity across assets and access controls.

A robust VA requires more than a checklist approach - it demands creativity, independence and

critical thinking. To ensure objectivity, the assessment team should ideally be independent from
those who designed or manage the existing security systems. This avoids confirmation bias and

allows a fresh perspective on potential weaknesses.

Teams conducting the VA should adopt the mindset of a malicious insider, asking questions such as:
“If I wanted to exploit this system as an insider, how would I do it?”

Effective VAs are characterised by the following practices:

e Imaginative thinking: Assume that insiders are adaptive and opportunistic. The assessment
must identify failure points before they are exploited

e Challenging assumptions: Do not accept that procedures or technology in place are foolproof.
Even best practices can create blind spots if implemented rigidly or without context

* Seeking flaws, not reassurance: The aim is to uncover what could go wrong, not to confirm
that the current setup is working well.

The outcomes of VAs can further guide revisions to the ITMP and help ensure the programme evolves
with emerging risk.

Key Performance Indicators

Identifying and monitoring key performance indicators (KPIs) is essential for assessing the
ongoing effectiveness of insider threat mitigation efforts. These indicators should reflect regulatory
expectations and key operational outcomes specified by the Board and senior leadership. They
should support the identification of the specific patterns or activities which could represent a more
significant and immediate threat to the nuclear operation.
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A robust indicator framework should include both lagging indicators and leading indicators:

= Lagging indicators: These reflect past security incidents or violations, offering insight into
historical performance such as the number and type of security incidents that have taken place
in the past. However, because security incidents are rare, relying solely on lagging indicators
provides a false sense of security.

= Leading indicators: These serve as early warnings of potential vulnerabilities. For instance,
increased absenteeism within critical departments could suggest reduced staffing levels,
leading to fewer patrols or oversight lapses. This in turn could create opportunities for a
perimeter breach or other security failures. Interpreting such indicators requires a logical
connection between cause and effect, helping organisations take proactive steps before
incidents occur.

To deepen performance monitoring, KPIs can be grouped across several key domains relevant to an
ITMP:

e Personal and Behavioural KPIs: These indicators may include the frequency of red flag reports
submitted, employee participation in security culture training and staff satisfaction metrics.
High staff turnover and increases in complaints may also serve as early indicators of morale
or behavioural risks. Within this category, a leading indicator might be a drop in staff morale
survey scores, while a lagging indicator might be recorded cases of insider misconduct.

e Access Control KPIs: Useful metrics include the number of failed access attempts per user, the
frequency of out-of-hours entries into restricted areas or audit logs showing deviations from
approved access patterns. Systems should also track how quickly and effectively access rights
are revoked when personnel leave or change roles. Within this domain, a leading indicator
might be the rising trend in failed access attempts during off-hours, and a lagging indicator
might be documented incidents of unauthorised access.

e Cybersecurity KPIs: These refers to indicators such as unusual login patterns, volume of data
exfiltration attempts, USB port usage incidents or use of unauthorised applications. Monitoring
how often anomaly detection alerts are triggered and how promptly they are resolved also
supports proactive risk detection. Within this category, a leading indicator might be an
increase in phishing email clicks, and a lagging indicator might be previous malware events.

Regular analysis of these KPIs can uncover patterns indicative of vulnerabilities. Examples include
repeated failed access attempts by specific individuals, unusual access times, or delays in revoking
access rights for former employees.

Independent Assessment

Relying on poorly designed metrics or superficial analysis can foster a false sense of security, leading
to organisational complacency and increased susceptibility to insider threats. To promote objectivity
and credibility, insider threat mitigation measures should be periodically reviewed by individuals

or departments not directly responsible for their implementation. Functions such as internal,

audit, legal, compliance or enterprise risk management are often well positioned to carry out these
evaluations. Independent assessments ensure that insider threat controls are critically examined, that
blind spots are identified, and that the organisation avoids self-assessment bias.

A strong independent assessment challenges assumptions and validates whether preventive and
protective measures are operating as designed. These reviews typically draw on a combination of
performance data, documentation, direct observation, staff interviews and perception surveys.
Independence ensures that assumptions are critically examined, vulnerabilities are uncovered, and
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security arrangements are validated in an open and constructive manner. In many jurisdictions,
independent assurance is also an important component of demonstrating compliance and maturity of
the ITMP to the regulator.

Best Practice: Performance Testing

An effective ITMP must be continuously tested to ensure its preventive and protective measures
function as intended. Best practice includes conducting independent assessments to avoid bias and
validate controls, carrying out vulnerability assessments that challenge assumptions and adopt an
insider’s perspective, and leveraging a structured framework of performance indicators. A balanced
set of leading and lagging KPIs - grouped across personnel and behavioural, access control and
cybersecurity domains - can reveal both emerging risks and historical blind spots. The integration
of testing, independent review and evidence-based adjustment ensures that the ITMP remains a
dynamic, risk-informed strategy.

CONCLUSION

Mitigating insider threats in the nuclear sector requires more than technical fixes or one-off
interventions - it demands a comprehensive, integrated programme that recognises the complexity
of human behaviour, institutional culture, digital and physical vulnerabilities and evolving threat
environments. A well-designed ITMP draws together preventive and protective measures, including
cybersecurity measures, and grounds in them a strong culture of nuclear security. This requires
cross-departmental collaboration, regulatory alignment, leadership buy-in and continuous
performance evaluation.

Throughout this Guide, we have examined the different types of insider threats - including
adversarial and unwitting actors - their motivations, behavioural red flags and the organisational
mechanisms needed to detect, deter and respond to their activities. We have outlined practical tools,
such as human reliability programmes, vulnerability assessments as well as performance indicators,
all of which help strengthen nuclear security in meaningful and measurable ways.

As insider threats evolve, so too must our strategies for mitigating them. A successful ITMP is not

a static document but a living framework - one that adapts over time through feedback, lessons
learned and a commitment to continual improvement. Organisations are encouraged to view insider
threat mitigation not just as a compliance obligation but as a cornerstone of operational resilience
and trust. By investing in people, processes and culture, facilities can reduce their exposure to insider
threats and ensure the long-term security of nuclear and other radioactive material.
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APPENDICES

Appendices A and B are designed around five key maturity indicators:

e Senior management commitment to mitigating the insider threat
e Security awareness and culture

e Preventive and protective measures

¢ Developing a ‘whole-organisation’ approach

e Performance measurement and assurance

Appendix A contains a series of questions that can be used by an organisation to gain understanding
of the effectiveness of their insider threat mitigation measures. This question set is not intended

to be comprehensive and is subject to interpretation. However, it provides guidance to the type of
questions which can give an indication of the effectiveness of measures implemented to mitigate the
insider. The questions also act as prompts for generating discussion.

Using the questions detailed in Appendix A, you will be able to identify where your organisation
development is based on the maturity scale provided in Appendix B. Self-assessing your performance
will provide an indication of the steps needed to improve insider threat mitigation and move the
organisation to the next stage.

Appendix A - Self-Assessment Questionnaire

SENIOR MANAGEMENT COMMITMENT

Does senior management believe that insider threats could occur within the O Yes
organisation?
: O o

Has the organisation established a formal strategy for insider threat mitigation?

O o
Does the organisation have defined roles, responsibilities, authorities and O Yes
accountabilities for insider threat mitigation? O No

Is the performance of insider threat mitigation measures routinely evaluated and O Yes

reported to senior management? O No
. . . O Yes

Is security culture routinely assessed, and results reported to senior

management? O No

Do senior managers demonstrate, by their actions, their adherence to security O Yes

policies and insider threat mitigation procedures? O No
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Do senior managers take prompt action when security concerns are reported by O Yes
staff and contractors? O
No
Has senior management established a culture of and mechanisms for continuous O Yes
rity improvement?
security improvement O No
ORGANISATIONAL SECURITY AWARENESS
Do staff and contractors believe that insider threats could occur within the O Yes
eapinnd
organisation? O No
Do staff and contractors understand the difference between unwitting insiders Q Yes
and insider adversaries? O
No
(O ves
Do staff and contactors have an awareness of cyber insider threat?
O
Do staff and contractors recognise the role security culture plays in reducing O Yes

L. 1>
insider risk? O No

Are staff and contractors periodically reminded about the organisation’s security O Yes
standards and expectations? O No

Are the results of the nuclear security culture assessments shared with the staff? O
No

Does the induction programme for new staff and contractors contain security Q Yes
briefings including understanding insider threat and insider threat mitigation

measures? O No
Are staff and contractors aware that breach of security rules and procedures O Yes
could enable an insider threat? Q No
Is there confidence within the organisation that staff and contractors would O es
report unusual or suspicious behaviour? O No
Are staff confident that management would act promptly when they report Q Yes
concerns about unusual or suspicious behaviour? O No
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Is there awareness in the organisation of the risk of insider threat during O Yes
nonstandard situations such as unscheduled maintenance or emergency
response? O No

Is access to nuclear material or sensitive information controlled through a graded O Yes
approach?
" O
Is there adequate control of access to sensitive locations, materials or O Yes
information?
ormatio O No
O e
Are processes and information compartmentalised?
O o
O s
Are the vetting procedures adequate?
O
Is a process of aftercare implemented following initial vetting of staff and O Yes
contractors?
O o
Do managers and staff have the competence to detect red flag behaviour and O Yes
initiate appropriate actions? O No
O s
Does the organisation conduct periodic staff satisfaction audits?
O o
Has the organisation systematically evaluated the impact of insider threats on O Yes
deterrence, detection and assessment, delay and response measures? O No
Does the organisation have contingency plans that would enable a timely and O Yes
effective response to an event involving an insider adversary? O No
O ves
Does the organisation include insider threat scenarios in its exercise programme? O
No
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A WHOLE ORGANISATION APPROACH

Is the topic of insider threats discussed routinely in various management and O Yes
staff meetings?
: O
Are the organisation’s HR, legal and other departments involved in the design O Yes
and implementation of insider threat mitigation measures? O No
Does the organisation have a formal process to identify and vet all staff that O Yes
require access to sensitive information and/or nuclear or other radioactive
material? O No
(O ves
Does the organisation have a formal human reliability programme?
O
Are roles and responsibilities for addressing the insider threat understood by O Yes
ff?
managers and sta O No
Is there a high level of compliance with standards and security policies in the O Yes
organisation?

: O o
Does the organisation have measures in place to support employees facing O Yes
significant challenges (e.g. drug and alcohol addiction or financial concerns)? O No
Do security managers meet periodically with colleagues in human resources, O Yes
security, medical and IT to discuss potential issues in employees’ behaviour? O No
Does the organisation assess its impact on operational efficiency before O Yes
implementing any new insider mitigation measures? O No
EFFECTIVE SECURITY ASSURANCE
Does the organisation have a process in place to measure the effectiveness of O Yes
insider threat mitigation measures? O No
Does the organisation have the competence to assess the effectiveness of its O Yes
insider threat mitigation measures? O No
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Does the assessment process for insider threat mitigation consider cyber threats?

Does the organisation periodically conduct vulnerability assessments that
consider insider scenarios?

Does the organisation benchmark the performance of its insider threat mitigation
measures with other organisations?
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Appendix B - Maturity Scale

1

RESILIENT

CHARACTERISTICS

Senior management believes that an insider threat could occur in the
organisation. Senior management is proactive in the topic and have
developed a comprehensive strategy to mitigate insider threat. Roles and
responsibilities for insider threat mitigation have been defined and the
policies for mitigating insider threat are known by all personnel. Senior
managers lead by example. There is a strong nuclear security culture that
supports an understanding of the need to mitigate insider threats. Insider
threat mitigation is a top priority for the organisation. The organisation
exceeds expectations in this topic and is a leading organisation in insider
threat mitigation.

Staff and contractors/subcontractors believe that an insider threat could
be present in the organisation, and everyone recognises the role of nuclear
security culture in reducing risk associated with insider threats. Staff

are frequently reminded of the organisation’s security expectations.
Accountability for access to sensitive areas, materials and information

are clearly established and periodically re- assessed and recognised as
both an organisational and individual responsibility. There are awareness
programmes in place that address insider threats. There is evidence that
the workforce will report unusual or suspicious behaviour, management
will promptly react, and there are measures in place for security breaches.

Access to nuclear material and sensitive information is controlled through
a graded approach. There is a high level of compliance with all security
policies. There are contingency plans in place to respond to insider
actions, and these are frequently exercised. The organisation periodically
conducts vulnerability assessments that consider insider threats. Insider
threat scenarios are included in the exercise programme as well.

There is a comprehensive approach to insider threats across the entire
organisation, and the topic is discussed periodically during cross-
departmental meetings. Information security and the need for security
clearance is systematically considered before access to information or
locations is granted. Cybersecurity and cyber insider threats are a key
consideration in insider threat mitigation measures. Compensatory
measures are implemented when vetting requirements cannot be met.
There is a comprehensive trustworthiness programme in place. External
vetting is conducted systematically and competently. A robust human
reliability programme is in place. There are measures to address serious
personal problems of the workforce that could make him/her or the
organisation vulnerable.

The organisation has a robust security assurance process. There are
performance evaluation programmes in place to assess the effectiveness of
each measure and of the overall arrangements. The results are shared and
benchmarked with other organisations.
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2

PROACTIVE

Senior management believes that the insider threat is credible. Senior
management have included the insider threat as a risk in the corporate
security policy. There are clear roles and responsibilities for insider
threat mitigation. There is a strong nuclear security culture that
supports an understanding of the need to mitigate insider threats.
Senior managers lead by example.

Staff and contractors/subcontractors believe that the insider threat

is credible. Accountability for access to sensitive areas, materials and
information is established and periodically re-assessed and recognised
as an individual responsibility. There are awareness programmes in
place that address insider threats. The workforce is expected to report
unusual or suspicious behaviour, and measures are in place for security
breaches.

Access to nuclear material and sensitive information is controlled
through a graded approach. There are initial (pre-hiring) vetting
mechanisms in place, and the organisation has developed a human
reliability programme. A combination of preventive and protective
measures support insider threat mitigation. There are contingency and
response plans in place, and they are periodically exercised.

There is a comprehensive approach across the entire organisation to
insider threats. The workforce is subject to security clearances when
requiring access to sensitive information or locations. Cybersecurity and
cyber insider threats are a consideration in insider threat mitigation
measures There is a trustworthiness programme in place. A human
reliability programme is also in place. There are measures to support
serious personal issues faced by employees that could make him/her or
the organisation vulnerable.

There is a high level of compliance with security policies. There are
performance evaluation measures in place to assess the effectiveness of
measures, individually and as a whole. Insider threat considerations are
included in the emergency exercises.
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Senior management is aware of the insider threat and deals with it
mostly as a regulatory requirement. There are mitigation measures

in place but no proactive attempt to develop a comprehensive and
integrated approach. The security programme covers the risk of insider
threats, however not all the personnel are aware of the risk and related
measures to mitigate this risk.

There are some definitions on roles and responsibilities regarding
insider threat mitigation, but these are not known by everyone. There is
a baseline level of nuclear security culture.

Most employees believe that the insider threat is credible. There are
initial (pre-hiring) vetting mechanisms in place. There are basic
security induction trainings in place that briefly address insider threats.
Most employees will report unusual or suspicious behaviour, and there
are measures in place for dealing with security breaches. There is

an external vetting mechanism in place. Only specific employees are
subject to security clearance. There are some measures that could help
determine some level of an employee’s trustworthiness. There are some
measures to support an employee’s serious personal issue that could
make him/her or the organisation vulnerable.

Access to nuclear material and sensitive information is controlled. There
is access control to sensitive areas, materials and information, but these
are not periodically re-assessed. There are contingency and response
plans that generally/briefly contemplate insider threats.

There are general considerations regarding insider threats across the
organisation.

The organisation has some arrangements to assess security
performance. There is a moderate level of compliance with security
policies. There are some performance evaluation measures in place to
assess the effectiveness of measures. Insider threat considerations are
sometimes included in emergency exercises
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4

REACTIVE

Senior management has considered insider threat mitigation
sporadically, but a full set of mitigation measures are not yet in

place. Some roles and responsibilities are defined for insider threat
mitigation, but these are not known by everyone, only by employees
with security responsibilities. There is poor nuclear security culture, as
the organisation relies on isolated actions from personnel involved in
security tasks.

Only employees with security responsibilities believe that the insider
threat is credible. There are basic security induction trainings that
briefly address insider threats. There is a low level of compliance with
security policies; only personnel with functions related to security
comply.

Access to nuclear material and sensitive information is controlled. There
is some access control to sensitive areas, materials and information
measures in place. The contingency and response plans contemplate
insider threats in a general manner.

There are considerations regarding insider threats only in security
areas or units. Only specific employees are subject to security clearance
There are only initial (pre-hiring) vetting mechanisms in place.

There are no measures that could help determine some level of an
employee’s trustworthiness. There are no measures in place to support
an employee’s serious personal issue that could make him/her or the
organisation vulnerable. Only employees with security responsibilities
report unusual or suspicious behaviour. There is no external vetting
mechanism in place.

The organisation has no formal arrangements to assess security
performance. There are no performance evaluation measures in place to
assess the effectiveness of measures. Insider threat considerations are
not included in emergency exercises.




5

VULNERABLE
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Senior management does not consider the insider threat credible.
Personnel is not made aware of it. There are only definitions of roles
and responsibilities for security personnel. The nuclear security
culture is very underdeveloped.

Only employees with security responsibilities believe that the insider
threat is credible. There are basic security induction trainings and only
for employees with security responsibilities.

Access to nuclear material and sensitive information is not
systematically controlled. There is some access control to sensitive
areas. The contingency and response plans do not specifically
contemplate insider threats. Insider threat considerations are not
included in exercises.

There is no systematic consideration of insider threats across the
organisation. Limited vetting mechanisms are in place. Only specific
employees are subject to security clearance when requiring access to
sensitive information or locations. There are no measures that could
help determine some level of an employee’s trustworthiness. There
are no measures in place to support an employee’s serious personal
issue that could make him/her or the organisation vulnerable. Only
employees with security responsibilities will sometimes report
unusual or suspicious behaviour.

The organisation does not assess the performance of its security
arrangements. There is no performance evaluation of the measures in
place.
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