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Nuclear Security Culture
A WINS INTERNATIONAL BEST PRACTICE GUIDE

Why You Should Read This Guide

This WINS International Best Practice Guide explains what nuclear security culture is - in the context of a
broader understanding of organisational culture - and how it is created, maintained and sustained. It provides
clear guidance on the benefits for an organisation if it nurtures a positive and effective nuclear security culture
and the risks to an organisation if it has poor or immature nuclear security culture.

How We Prepared This Guide

In preparing this Guide, we incorporated the experiences of nuclear security professionals from around the
world as well as relevant examples, case studies and real practices.

The publication of this Guide was supported by US Department of Energy, National Nuclear Security
Administration under Award Number De-NA0004059.

How You Should Use This Guide

Appendix A of this Guide contains a Self-Assessment Questionnaire that you can use to answer questions about
different aspects of nuclear security culture and how it is implemented at your organisation. Once you have
completed the Self-Assessment Questionnaire, you can then apply the results to the five-level Maturity Scale we
have prepared in Appendix B. This is an aid for evaluating the maturity of your organisation’s nuclear security
culture, benchmarking your organisation’s performance and considering the actions that may be taken to
enhance it.

How You Can Help Improve This Guide

WINS plans to periodically update the information in this Guide to ensure that it continues to contain best practices.
We ask that you read and apply this Guide and then share your suggestions for improvement or any other feedback
you have. You can email us at info@wins.org or fill out the feedback form on our website to share your suggestions.

Lars van Dassen

WINS Executive Director
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ORGANISATIONAL CULTURE

All organisations—whether social clubs, religious organisations, for-profit businesses, non-
governmental organisations, governmental organisations and all other kinds of institution—have an
underlying organisational culture based on values and beliefs. These, in turn, lead to certain kinds of
attitudes and behaviours.

In 1976, Edward T. Hall developed the iceberg analogy of organisational culture to illustrate the
visible and invisible aspects of organisational culture. Visible aspects of culture include an individual’s
decisions or actions, less visible aspects comprise behaviours, norms and style; and hidden aspects
encompass beliefs, thought processes and patterns of handling emotions.

Figure 1 — The cultural iceberg



It is useful to take a moment to examine these terms in the context of individuals within organisations.

Beliefs and Values

Beliefs consist of ideas that are accepted to be true. We have beliefs about all areas of our lives, from
religion and morality to economics and society.

Values are abstract principles. Often organisations have “values,” which they publish as part of their
corporate documents. Some examples are set out below:

These Code of Conduct Principles reflect our core values of safety first, performance excellence and
social responsibility and are intended to assist in understanding the standard of conduct expected of us.

- Bruce Power NPP

Our Values:

Safety: We are proud of keeping our people, community and the environment safe and secure from
harm, and maintaining the reputation of our industry, products and services.

Integrity: We are honest, fair and respectful in how we conduct our business.

Leadership: We entrust our people to develop and support our leading role in the industry by being
accountable, inclusive, collaborative and effective communicators

Innovation: We have the energy, expertise and flexibility needed to help our customers and our business
to succeed over the long term.

Sustainability: We support the delivery of a successful, long term future by continuing to invest in our
people, communities, technology and services, and returning value for our shareholders.

- Urenco

Safe, secure and sustainable: Three key principles that underpin everything we do and every decision we
make.

- Australian Nuclear Science and Technology Organisation



Attitudes and Behaviours

Attitudes arise from an inner framework of values, beliefs and emotions and typically develop over

time. They consist of a person’s likes or dislikes and involve making judgments that can be positive,
negative or ambivalent. They may involve emotional, verbal or other behavioural responses based on the
individual’s internal belief system.

Behaviours are the ultimate, tangible demonstration of the beliefs and attitudes of people and also
represent the manifestation of their own beliefs and values or those of the organisation.

Often organisations seek to directly link their stated values with the expected behaviour of their staff.
The link between these is exemplified by the following value statement of a regulatory body:

Our values set the tone and underpin how we will deliver our vision and mission, how we will establish
the behaviours we need in order to be our best, and how we will create a culture of inclusion and
excellence.

- UK Office for Nuclear Regulation

The following table demonstrates how values and beliefs can lead to certain kinds of behaviours.

VALUES & BELIEFS RESULTING BEHAVIOUR(S)

A strong culture of nuclear security is The organisation’s security policy, quality
crucial for effective protection of nuclear management system and change management
and other radioactive materials. processes help to ensure that all employees

consistently demonstrate a strong nuclear security
culture. The organisation takes a well-defined,
well-documented approach to the management of
security because it believes strongly that security
culture is important.

Independent oversight strengthens nuclear An effective, integrated oversight process—

security. independent of line management and implemented
as arecognised part of the management system—
is in place.

To have a strong security culture, our The board, management and workforce engage in

organisation must value learning continual learning to understand security issues

better and to develop competencies at a level that
is appropriate to each function.

Table 1 - Behaviours that can result from values and beliefs



It is important to understand and recognise that there may be a difference between what is espoused
and what is practiced, both at the individual level and the organisational level. The latter is observable
culture. The objective of most organisations would be to have full alignment between espoused and
observable culture.

Viewing nuclear security culture as a subset of organisational culture is important and reinforces the
need for it to exist in harmony with other organisational priorities, such as safety culture and other
organisational core values such as a commitment to gender equality diversity and inclusion.

Nuclear Safety Culture

The TAEA defines nuclear safety culture as:

The assembly of characteristics and attitudes in organisations and individuals which establishes that, as an
overriding priority, protection and safety issues receive the attention warranted by their significance.

The principal shared objective of nuclear security culture and nuclear safety culture is to limit the harm
resulting from nuclear and other radioactive material and associated facilities, whether the exposure to
ionising radiation is accidental or deliberate.

Many of the tools and techniques that have emerged from the effort to improve nuclear safety culture
are directly relevant to nuclear security culture. Both cultures are important for the maintenance of safe,
secure operations and are closely linked in their underlying principles. Furthermore, both nuclear safety
and nuclear security cultures are dependent on proper planning, training, awareness and attention to
their continued effectiveness.

Gender Equality, Diversity and Inclusion

Organisations that have responsibility for nuclear security have increasingly identified gender equality,
diversity and inclusion — or diversity, equity and inclusion (DEI) — programmes as a contributor to
organisational culture, resulting in these principles emerging in their strategies, policies and practices.

Positive examples of gender equality, diversity and inclusion driving nuclear security culture include
nuclear organisations that have policies that support a diverse and inclusive workforce. These policies
might include systematic assessments of policy impact and the reporting of the outcomes in documents
such as annual reports; gender equality, diversity and inclusion reporting; environmental social and
governance reports; and corporate social responsibility reporting.

Alack of attention to these principles has led to a significant breakdown in the effectiveness of security
systems in several high-profile cases. By failing to create a welcoming and safe workplace at nuclear
facilities, practitioners’ risk reducing the effectiveness of an organisation’s nuclear security culture.
Negative behaviours could emerge in the workplace culture such as discrimination and harassment.

A report examining sexual harassment in the US National Nuclear Security Administration found that
such harassment

...can produce harmful psychological, physical, occupational, and economic effects on harassed employees.
It can also affect the environment in which they work and lead to decreased organizational performance
and productivity and increased employee turnover. In national security settings, sexual harassment can
undermine an organization’s core values, cohesion, and readiness, as well as public goodwill.



While the practices in the area of gender equality, diversity and inclusion are developing, it is reasonable
to conclude that this issue is one that is a contributing factor to positive nuclear security culture and will
continue to evolve as a consideration.

NUCLEAR SECURITY CULTURE

One of the essential references for nuclear security is the document that is known as both IAEA INFCIRC
225/Rev 5 and IAEA Nuclear Security Series (NSS) No. 13 Recommendations on the Physical Protection of
Nuclear Material and Nuclear Facilities. That document includes the Twelve Fundamental Principles of
Physical Protection. One of these principles is Security Culture (Fundamental Principle F), which is

also included in the 2005 Amendment to the Convention on the Physical Protection of Nuclear Material
(CPPNM):

All organizations involved in implementing physical protection should give due priority to the security
culture, to its development and maintenance necessary to ensure its effective implementation in the entire
organization.

A definition of nuclear security culture is also set out in IAEA NSS No. 7:

...the assembly of characteristics, attitudes and behaviour of individuals, organizations and institutions
which serves as a means to support and enhance nuclear security.

The IAEA’s guidance is based on the work of organisational psychologist Edgar Schein and depicts a
model of nuclear security culture as a series of interdependent levels, which include beliefs, attitudes,
principles (values), behaviour which is underpinned by leadership and management systems.

Nuclear security culture describes the creation of an environment in which an entire organisation
recognises that nuclear security threats are credible, their risk must be mitigated, that nuclear security
is important and that individuals play a central role in ensuring the effectiveness of nuclear security in
their organisation.

A positive culture of nuclear security is essential to successfully protect nuclear and other radioactive
materials from external and insider threat, according to NSS No. 7 Nuclear Security Culture:

An effective nuclear security culture depends on proper planning, training, awareness, operations and
maintenance as well as on the thoughts and actions of people who plan, operate and maintain nuclear
security systems. An organisation may be technically competent while remaining vulnerable if it discounts
the role of the human factor. Thus the human factor (including the upper tier of managers and leaders) is
important to effective nuclear security.

Culture can support—or hinder—any organisation’s ability to achieve its goals, whatever they might
be. Why is culture so important? Because it goes to the heart of the appropriate behaviours, correct
decisions and responsible practices that are essential in the workplace. In fact, having a culture that is
appropriate to the kind of enterprise in which an organisation is engaged is one of the most important
determinants of how effective or successful the organisation will be.

The typical approach for gaining an understanding of an organisation’s culture is to examine beliefs and
attitudes, behaviours and decisions both at the individual and organisational levels. At the individual
level, beliefs are often expressed through attitudes and behaviour, indicating that the person believes
that a credible threat exists and that nuclear security is important. At the organisational level, culture

is typically determined by examining the behaviour or leaders and the decisions made. One crucial
question to ask is: Does the environment (management systems, management structure and leadership
behaviour) foster a positive nuclear security culture?



Positive Traits

In an organisation with a strong nuclear security culture, staff believe that nuclear security threats are credible,
understand it is their responsibility to contribute to the security of the entire organisation, and adhere to nuclear
security practices as a normal part of their daily work lives. If they observe an anomaly or hear something
suspicious, they report it unhesitatingly to their supervisors.

If they make a mistake, they acknowledge that this has happened, they seek to understand how it occurred,
and they work actively to improve their individual performance and that of their team. If they have ideas or
suggestions for how to improve nuclear security, they share these with their managers and colleagues because
they know the values of the organisation and they are confident that the management system that is in place in
their organisation will ensure that these contributions are encouraged, respected and rewarded.

An Example of Positive Nuclear Security Culture

If you believe that nuclear security plays a fundamental role in protecting your organisation:
You might hold such values as:

e Nuclear security is the responsibility of every person in the organisation.

e Effective nuclear security is essential to the organisation’s overall success, not an impediment to it.

You might have such attitudes as:

= Work performed by nuclear security professionals in my organisation is important.

= Teamwork is critically important in my organisations when we try to resolve nuclear security matters.

And you might exhibit such behaviours as:

¢ Proactively seeking to learn more about the of implementation of nuclear security systems and measures in
in your organisation.

¢ Conscientiously adhering to all nuclear security procedures and requirements.

In addition, effective nuclear security culture is also characterised by practices of inclusion of a diverse workforce,
including through specific organisational strategy, policy and procedure that implements this value into the
workplace practices.

Negative Traits

If nuclear security culture is weak, then personnel of an organisation may consider nuclear security systems and
measures as an impediment to their work and may do their best to ignore or circumvent them. Some personnel
may also be reluctant to express concerns about specific negative behaviours and concerns that they may have
about security related issues, materially increasing the risk for all personnel.

Jean is a new employee who has been hired by a technology company that prides itself on its security record. Jean is

an older employee with little experience of information and cybersecurity and is keen to make a good impression.

She receives an email which looks like it is a survey sent to her by a colleague. She clicks on the link in the email only

to later discover that it is a phishing email. The IT security staff then intervene and inform Jean that she should have
known not to click on the email as the email was full of spelling errors and did not have an internal email address. Jean
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is made to feel that she is solely to blame for this mistake. This was despite the fact that the organisation’s
spam and content filters failed to identify the email as a phishing email before it reached Jean. In addition,
in her induction briefing while other aspects of security were included such as vigilance in relation to access
passes, keys and other features of physical security there was no introduction to information security that
reinforced the danger of these types of emails. Jean felt humiliated and disheartened. Jean was told that her
breach of information security protocols was going to be recorded on her personnel file.

In addition to this fictional case study above, there are real examples of the very negative outcome for
nuclear security culture of a long-term failure to address underlying issues:

Case Study: Break-in at the Y-12 National Security Complex

In late July 2012, three anti-nuclear weapons protestors broke into the Y-12 National Security Complex
in Tennessee, USA. The three protestors went undetected for hours and defaced a large uranium
storage building. A camera that would have enabled security personnel to spot the intruders was out of
commission. According to a document obtained by Frank Munger, a reporter at the Knoxville News-
Sentinel, about a fifth of the cameras on the fences surrounding the protected area were not working
that night. One camera did capture someone climbing through a fence. But the security officer who
might have seen the image was talking to another officer, not looking at his screen. Cameras and
motion detectors at the site had been broken for months. The security equipment maintenance was the
responsibility of Babcock & Wilcox, the private contractor facility manager of the Y-12 National Security
Complex, while the security police officers who relied on the equipment for access control and response
worked for Wackenhut, a separate protective force contractor. Both contractors reported directly to

the Department of Energy Site Office in Oak Ridge, Tennessee. Poor communication between the two
companies contributed to long delays whenever equipment needed to be fixed. Furthermore, the party
responsible for fixing equipment was not clear. The activists did set off an alarm, however security
officers ignored it, assuming it was just one of hundreds of false alarms occurring in that area of Y-12
every month.

Norman R. Augustine, a former undersecretary of the army and former chief executive of Lockheed
Martin, concluded that the root of the problem was clear: “a pervasive culture of tolerating the
intolerable and accepting the unacceptable.”

An Example of Negative Nuclear Security Culture

If you do not believe that nucelar security plays any role in protecting your organisation you might hold
such values as:

¢ Nuclear security is not a responsibility of anyone in this organisation, other external
organisations are responsible

+ Nuclear Security is an unreasonable and burdensome cost and impedes effective and efficient
operations.

You may have attitudes such as:

= Work performed by nuclear security professionals in my organisation is unnecessary and
unimportant

And you may exhibit behaviors such as:

e consistently disregarding security instructions from the organisation

11



Figure 2 — Nuclear security culture model
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ORGANISATIONAL FACTORS

Organisations can take a variety of actions to improve their nuclear security culture. However, all actions
begin with—and depend upon—the values, beliefs, attitudes and behaviour of an organisation’s leaders.

Leadership

In NSS No. 7 Nuclear Security Culture, the IAEA explains that:

When leaders demonstrate they value nuclear security, the rest of the staff will, too. This helps to create a
positive nuclear culture throughout the organisation. Another benefit is that leadership will increase their
ability to obtain feedback on key topics and emerging issues.

Organisations that achieve a strong, effective security culture share similarities in various important
areas of management, including the strategic context, organisational management systems,
comprehensiveness of the security programme, performance management, employee engagement and
attitudes and external stakeholder engagement. Each of these areas can be further divided into elements
that characterise operational excellence. Following are some examples of these elements, along with a
description of what best practice looks like in each one.

Organisations that apply best practices in this area have the following characteristics:

Leaders and senior managers view nuclear security as a corporate responsibility

Leaders and senior managers understand the importance of nuclear security in supporting business
objectives and communicate it throughout the entire organisation. Because they view security as a
strategic corporate risk that is part of the overall risk management framework, they have identified
both internal and external threats to the organisation and designed and implemented a security strategy
along with policies to mitigate the threat. In addition, leaders and senior managers have identified

their personal responsibilities, accountabilities and liabilities for nuclear security, and they ensure all
individuals who have senior positions with nuclear security responsibilities are competent to perform
their roles.

Leaders and senior managers have identified the importance of nuclear security in
achieving their business objectives and satisfying external regulatory requirements

Leaders and senior managers understand national regulatory requirements, communicate effectively
with all regulatory bodies, including conducting periodic meetings. They have established clear nuclear
security policy objectives and discuss, review and update their organisation’s policies and programmes
for nuclear security, periodically and as circumstances require. They also appreciate how important it is
to have a well-defined policy for rewarding and recognising staff who proactively contribute to nuclear
security. Leaders and senior managers ensure that the entire workforce understands the importance of
each individual employee’s contribution to the effectiveness of the nuclear security programme.

Leaders and senior managers have defined their expectations in relation to nuclear
security and are committed to the organisation achieving these outcomes for nuclear
security

Leaders and senior managers commit the necessary resources to fund nuclear security at an effective
level. They adhere to all organisational systems and measures that are designed to achieve effective
nuclear security outcomes. They regularly review the performance of the organisation to ensure that
key nuclear security responsibilities are being met. They assess nuclear security performance in a
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variety of ways including conducting walk-downs, engaging with staff, and observing the work that is
being conducted. They provide constructive feedback to reinforce expected behaviours and take action
to correct any non-conformances. They benchmark the organisation’s performance against other
organisations and other industries.

Leaders and senior managers ensure nuclear security remains a high priority profile issue
and communicate their commitment to achieving effective performance in this area

Leaders and senior managers regularly communicate with each other and with staff about nuclear
security issues such as the importance of professional conduct, personal accountability, vigilance,
adherence to procedures, opportunities for improvement, and teamwork and cooperation. They
consistently brief staff about any changes in the threat landscape, highlight nuclear security concerns
and emerging issues and facilitate group discussions to engender understanding of the credibility of the
threat and potential consequences. They ensure that staff know how to maintain a questioning attitude,
report concerns, and seek advice when nuclear security issues arise.

Leaders and senior managers demonstrate by their actions the value they place on two-way
communication and ensure that they promptly address potential impediments to effective
communication within the organisation. Whenever possible, they inform staff about the context for
the decisions and high-level policy and organisational changes they make. They also value effective
communication and ensure that all procedures and guides are well-written, easy to understand and
user-friendly.

Management Systems

It is important to put quality management systems in place that support nuclear security. The following
are characteristics of organisations that do so.

The organisation has integrated nuclear security into the organisation’s management
structure and systems

The organisation recognises that nuclear security is a strategic risk and ensures that it is integrated into
the wider management system in the same manner that nuclear safety is integrated. The management
system has clear lines of authority and accountability for nuclear security, nuclear safety and emergency
planning, as well as considerations for the interfaces between them. The structure and content of the
management system reflects that nuclear safety, nuclear security and operations are equally important,
and ensures that any conflict between these objectives are resolved appropriately. This includes security
having a high priority and potentially overriding operational demands if necessary. There should be
clear responsibility within the management system for decision making to resolve any conflicts that
may arise.

The organisation has nuclear security policies

The organisation considers nuclear security to be a central component of organisational success. The
security policy demonstrates the organisation’s commitment to nuclear security and defines nuclear
security accountability and responsibilities throughout the organisation. The nuclear security policy
statements should be clear and available to all staff and contractors where appropriate and necessary.

The organisation has clearly identified all roles and responsibilities for nuclear security

Senior management have clearly determined and documented who is responsible for various aspects
of the security programme using a tool such as the RACI (Responsible, Accountable, Consult and
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Inform) Matrix. As a result, all personnel in the organisation know who is accountable, and ultimately
responsible, for the security programme and has yes/no decision-making authority. They also know
who is responsible for carrying out and implementing particular aspects of the programme, who needs
to be consulted before a decision is made, and who needs to be informed after the decisions and/or
actions have been taken.

The organisation has identified appropriate and adequate resources for nuclear security

The organisation has allocated sufficient financial, technical and human resources to implement all
assigned nuclear security responsibilities. All personnel have appropriate equipment to support them in
their roles and responsibilities and this includes all appropriate personal protective equipment including
equipment specifically designed for a diverse workforce.

The organisation reinforces the importance of quality assurance and record keeping

Senior management ensure that the organisation’s security processes are prepared, documented
and maintained in accordance with recognised quality assurance standards. They strongly enforce
the quality assurance measures they have set and periodically evaluate the procedures against
good practices for the industry. They also understand the need to publish assurance reports and are
committed to doing so.

Comprehensive Nuclear Security Programmes

Building on the organisation’s security policies, leaders and managers need to clearly identify their
strategic objectives for nuclear security and identify their organisational risk appetite to achieve
effective risk reduction arising from nuclear security threats. The organisation’s security programme
should identify the organisation’s approach and priorities to:

e Regulatory engagement and compliance
e Corporate oversight and reporting
e External stakeholder engagement and communications
e Performance testing, measurement and reporting
e Human, financial and technical requirements
e Employee awareness, engagement and professional development
e Physical protection systems
e Human reliability and personnel security (vetting and aftercare)
e Information security and cybersecurity
e Facility infrastructure and equipment
e Emergency planning and response
Organisations must ensure that they carefully think through their nuclear security programme and

ensure it addresses all issues. The following is a description of best practice of effective nuclear security
programmes.
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Nuclear security systems and measures are well understood and correctly implemented

The organisation’s nuclear security systems are based on a good understanding of threat and risk and
combine human, procedural and technical resources to ensure deterrence, detection and assessment,
delay and response functions that are capable of mitigating both the internal and external threats
identified in the design basis threat or representative threat statement. The organisation’s nuclear
security systems follow the concepts of a graded approach and defense in depth and are flexible enough
to adequately respond to periods of increased threats.

A cybersecurity programme is in place

The organisation recognises the increasing digitalisation of systems and the importance of protecting all
assets. Accordingly, there is an effective cybersecurity programme in place.

Information security policies and procedures are implemented effectively

There is a system in place for controlling sensitive information, with information security policies
and protocols for classifying and handling sensitive information. The policies and controls that guide
information security management are regularly reviewed. Regular audits are conducted to verify that
access to sensitive information is restricted to those who need it to perform their duties and to ensure
that these personnel have the necessary authority and have been subjected to trustworthiness checks
commensurate with the sensitivity of the information.

An insider threat mitigation programme is in place and is implemented effectively

There is a comprehensive insider threat mitigation programme (ITMP) that is effectively coordinated
and implemented among all departments and activities. The programme includes both preventive and
protective measures. Preventive measures include a comprehensive human reliability programme for
security that includes personnel screening processes subject to oversight and auditing. Personnel also
receive training in how to identify behaviour that may indicate the need for follow up and there are clear
processes and procedures supporting the ITMP.

Security interfaces with safety and operations are well understood and managed

The interface among safety, security and operations is managed in a risk-informed, balanced way.
Synergies and conflicts are considered together to avoid negative impacts during operation. Designers
and operators of safety and security systems (including IT&IC systems) work together to ensure that
security measures do not compromise safety features and vice versa. Workflow is well-planned so that
the integrity of the nuclear security system is maintained at all times. Staff are actively involved in the
identification, planning and improvement of security-related work and work practices, and resources
are matched to the demands.

Employee Engagement

Draconian security measures that make staff feel their sites are being turned into prisons or that security
measures make it impossible for them to operate effectively are counterproductive. Instead, the goal
must be to enable staff to view safety, security and doing their job as an integrated whole because each
element is essential to the overall success of the organisation.

The staff is educated about the threat

Abelief that the organisation faces credible threats is fundamental to a strong nuclear security culture.
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If staff do not believe the threats are real, they will not take security seriously. It is important that
staff understand no security system is invulnerable and that adversaries may well find and exploit a
vulnerability at their facility.

Leaders should provide regular briefings to all staff with responsibilities for nuclear or other radioactive
materials on the nuclear security threat profiles and the risks that the material and the facilities is
facing. In most cases, the risks relate to the possibility of sabotage of the facility or theft of nuclear
material and other radioactive materials. In the case of facilities that process or store highly enriched
uranium or separated plutonium, the briefings should describe the real efforts terrorists have made to
seek nuclear weapons, the plausibility that terrorists could make a crude nuclear bomb, the thefts of
nuclear material that have actually occurred, and real cases where insider threats and external threats
have defeated nuclear security measures.

The briefings should also describe the information security and the potential for compromise of
classified information—from traditional spying to cyber attacks. The briefings should be as realistic and
engaging as possible.

The staff is included in decision making

To ensure buy-in as well as understanding, staff should be invited to assist in developing and
improving the nuclear security systems and measures. Ways to incorporate staff into this process
include holding periodic nuclear security workshops and exercises, developing a Continual Process
Improvement programme, and encouraging group self-assessment. This inclusive approach benefits
staff in numerous ways. For example, it gives them a sense of ownership in the process, reinforces their
appreciation for nuclear security systems and measures and increases their willingness to adhere to
procedures.

Security competences are well understood at all levels of the organisation

Senior management must set out a clear competency framework for different roles and responsibilities
for nuclear security and review these regularly. Each staff member needs to understand his or her
responsibilities, know how they interconnect with the responsibilities of others, and have the necessary
competences to meet the high standards and appropriate behaviours required by a strong nuclear
security culture. When the competency framework has been established, an assessment of each staff
member’s nuclear security performance can be included in their annual performance reviews. These
need to include leading indicators (performance metrics) such as participation in nuclear security
exercises, the completion of training, and other activities that build professional competence.

Employees are provided with incentives to be proactive about security measures

The impetus to cut corners on security is strong at multiple levels of the enterprise. By and large,
employees do what they have incentives to do. Every hour an employee spends following security
procedures is an hour not spent on other activities that may be more likely to lead to a raise or
promotion. This is why it is important to provide additional incentives, such as bonus payments, when
employees take proactive actions to observe and resolve security issues. Management could also offer an
award (e.g., once a month or once a quarter) to an employee who has made a particularly significant or
creative contribution to nuclear security. Because effective nuclear security requires team effort, awards
should be offered for the best team performance in nuclear security as well.
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There are teams to find and fix security vulnerabilities

An important part of the process of increasing security is identifying and fixing site vulnerabilities, and
staff can play an important role in this regard. Leadership should set up teams whose responsibility

is to think like a hacker or adversary who is trying to defeat the security system. What avenues could
adversaries use to carry out an attack? What kind of security measures would be most important in
stopping their success?

Mechanisms should also be created for compiling, analysing and sharing the results of the teams’
work so that a vulnerability found in one place can be addressed and repaired in other places as well.
An award could be given to the team that finds and contributes to fixing the largest number of credible
vulnerabilities.

Senior management commits to an effective communications programme on the
importance of security

The commitment to creating a positive security culture cannot be a one-time-only process. This is

why senior management should develop an effective, continuing communications programme that
makes security a high-profile issue. Its tasks should include regularly briefing staff on nuclear security
concerns and emerging issues and reinforcing organisational values and expectations by publicising and
rewarding individual achievements in enhancing security.

To reinforce the importance of security awareness among the workforce, the communication
programme should promote security awareness, build understanding, and facilitate communication on
security topics among colleagues and between staff and management. One way to do this is to facilitate
group discussions and encourage informal co-worker discussions about the reality of the threat and the
potential consequences should an incident occur.

The communication programme needs to educate staff about how to make individual and collective
contributions to nuclear security culture and how to translate top-level expectations into operational
culture so nuclear security becomes a respected, organisation-wide value that is integrated into routine
work practice. The programme also needs to emphasise the importance of developing a questioning
attitude, acting conservatively, reporting any concerns, and seeking advice when nuclear security issues
arise.

It is important that leaders and senior managers create communications channels such as question-
and-answer sessions, a hotline and discussion forums where staff receive prompt notification of
incidents and feedback on security issues. Topics for ongoing discussion might include emerging
threats, cybersecurity, professional conduct, personal responsibility, vigilance, adherence to
procedures, opportunities for improvement, and teamwork and cooperation.

Additional tools that could be used to communicate with staff might include:

* Open meetings led by senior management
* Briefings by section heads

* Lunch-and-learn discussions

* An intranet security node

* Email communications

* Cyber hygiene sessions

* An awards programme

* Security awareness programmes — “See something, say something”
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Learning and Development

There are engaging education and training programme in place

Leaders and senior managers should create an environment that supports a learning organisation in
which awareness of the importance of positive security culture is included in site induction, formal
refresher courses, on-the-job training and emergency exercises. It is best to create a collaborative
workforce in which informal learning arises from the day-to-day sharing of insights and experiences.

Although nuclear security training is very important, it can be ineffective if the training consists of
nothing more than lectures about rules and procedures. The problem with this approach is that listening
to a lecture (or watching a video of a lecture) is one of the least effective ways to learn new information.
A much better approach is to tell stories, either true stories or realistic-seeming ones, because they help
people remember better and do a better job of motivating them to act. It is especially effective to use
active learning approaches that encourage participants to come up with their own ideas and solutions.

Communication, learning and corrective actions are emphasised over punishment

Any serious concern—whether it stems from safety, security, financial mismanagement or other aspect
of corporate policy violation—has the potential to create serious reputational damage if it remains
unresolved or hidden. This is why leaders and managers should proactively build a culture in which
incidents and problems are identified and their resolution is seen as an opportunity to learn and improve,
rather than as moments for finding and firing those who are to blame.

Belief that reporting incidents will lead to punishment (or be completely ignored) greatly diminishes
the staff’s willingness to share their concerns, resulting in a situation in which leadership is unaware
of emerging issues and fail to obtain feedback on key issues. Administrator of the US’ National Nuclear
Security Administration, Thomas D’Agostino (2012), said that:

Leadership needs to ensure that their entire organisation understands that we want to hear about problems.
Not only do we want to hear about problems, but everyone needs to also understand that it is their obligation
to bring problems to our attention. With this openness there also needs to be reassurance that leadership will
not “shoot the messenger.” You have an obligation to the security of your nation and to the security of every
other nation in this room to incentivise honesty and openness.

This is why communication, learning and corrective actions should be emphasised over punishment in all
cases, except for deliberate misconduct or repeated negligence. It is also important that leaders and senior
managers act on information that they receive promptly. The reporting of concerns should be encouraged
through normal line management channels.

Many organisations assist employees who are struggling with alcohol or drug abuse, experiencing
emotional or financial problems—or who have other stressors in their lives— via employee support
programmes rather than being punished or fired. This approach is highly beneficial to both the
individual concerned and the organisation because it can reduce potential resentment and retaliation and
encourages employee trust and loyalty.

Whistleblowers

An organisation has a strong whistleblowing programme

The reporting of serious concerns, often referred to as whistleblowing, empowers employees to report
legitimate and serious concerns pertaining to health, safety and security, as well as to environmental
damage, a criminal offence, or the covering up of wrongdoing.
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To enable such a process, employees must have confidence that their report will remain confidential and
that their legal status will be protected. Whistleblowing programmes must not only protect those who
legitimately report wrongdoing, but also those who are wrongly or falsely accused, from undue negative
repercussions.

A whistleblowing policy is a commitment to the highest standards of ethical, moral and legal business
conduct, and it is especially important in nuclear organisations. This is because insiders with access
rights, intimate knowledge of a facility, and authority over staff have the ability to bypass dedicated
security measures and compromise cybersecurity, material control and accountancy, technical security
features and more. They also have the time to plan an event in coordination with outside terrorist
groups. It is an individual’s peers who are best placed to notice a colleague’s unusual behaviour, sudden
changes in attitude, or performance anomalies; in other words, signs that may point to the possibility
that the colleague could become a threat.

Organisations understand the challenges of reporting

Encouraging employees to report concerns is inherently challenging. Although employees are the first
line of defence when it comes to keeping their fellow workers, communities and organisation safe and
secure, there are often strong cultural, legal and employment issues that make employees reluctant to
report on their colleagues. Brandon Gaille (2017), an American business blogger, says that among those
who see wrongdoing and choose not to report it, 46% make such a decision because they are afraid of
being retaliated against.

Even though reward programs are in place and laws protect whistleblowers in several nations around the
world, it is a lot easier to ignore a whistleblower, silence them or discredit them, than it is to praise them.

And yet, as Gaille explains:

Whistleblowing by its very nature is being more loyal than those who are committing the active wrongdoing
in the first place. It’s someone who has worked for an agency or company for a long time, believes in the
mission, and has a good job performance. That’s the ethics we want in the workplace, yet as a society we
question the ethics of whistleblowing.

There is clear understanding of the Board’s responsibility in creating a whistleblowing
policy

It is the Board’s responsibility to establish a clear whistleblowing policy and to provide careful oversight
of the programme. From a legal perspective, the Board must ensure it protects employees from damages
as a result of legitimate whistleblowing so that the organisation does not face liability or breach of
legislation. From a moral and ethical perspective, the Board must ensure that the organisation creates
standards of behaviour that are clear to all stakeholders. From a practical perspective, the Board must
ensure it provides safe mechanisms for reporting serious concerns within the organisation itself.

The policy must state that employees have the obligation to express their legitimate concerns about any
perceived ethical, moral or performance-related matter. The Board should publish its policy and make
sure that all employees receive a copy of it.

Because a whistleblowing programme often involves serious allegations of wrongdoing, the Board
should establish an independent audit committee and regular audit protocols to ensure that:

= The organisation acts in accordance with all relevant laws.
= All officers and employees act in an ethical and legal manner.

= All stakeholders are treated fairly, with dignity and respect.
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= All allegations are investigated thoroughly, professionally and promptly.
= Those found guilty are disciplined quickly, firmly and fairly.

= Those for whom the suspicions prove to be unfounded are treated fairly and suffer no long-term
repercussions.

= Whistleblowers receive private and/or public recognition when it is safe to do so.

= Staff understand that the organisation expects them to report, that those who do are treated
fairly, and that a fair process is in place to investigate and assess the information.

= The company is seen to promote an ethical approach to business.

To build staff trust in, and adherence to, the programme, all employees and contractors should be given
induction training when they are first recruited and receive regular refresher courses thereafter. They
should know the process for reporting security policy violations and how to use it. To make the process
as easy as possible, the organisation should have a confidential telephone number available 24 hours a
day. Furthermore, a senior, independent manager who regularly reports the results to the CEO should
investigate the reports, and the Board should be apprised of overall trends and any actions being taken
by management.

In the final analysis, the success of a whistleblowing programme depends on the presence of a vibrant
security culture in which everyone understands that the threats are real; that it is in their best interest
to do whatever they can to protect themselves, their co-workers, their families and their communities
from harm; and that leadership will respond to reported incidents appropriately.

After a guard went to a New York Times reporter to speak about her account of being sexually harassed
at a nuclear site in the US, she was fired from her position by Centerra, which was the nuclear site’s
security contractor. When she did report within the company the incident of sexual assault, she
experienced further bullying and harassment.

After the article in the New York Times was published, the US Government Accountability Office began an
investigation in the Department of Energy and the National Nuclear Security Administration. The results
shed light on the fact that the NNSA and its contractors have limited information on the prevalence

of sexual harassment cases among nuclear security forces - and furthermore that they failed to meet

all requirements set out by the US Equal Employment Opportunity Commission in preventing and
responding to sexual harassment when it is reporting.

External Stakeholder Management

Another aspect of security culture is the relationship that the organisation has with its external
stakeholders. These relationships are the responsibility of senior management. Following are some
characteristics of organisations that engage effectively with their external stakeholders:

The organisation works effectively with the regulatory authority

Representatives of the organisation should meet periodically with the regulatory authority. The
organisation should ensure that it reports any nuclear security incidents that might have occurred
to the regulator. In turn, the relevant competent authorities including the regulatory authority and
other agencies such as the intelligence agencies should share appropriate information about threats,
vulnerabilities and risks with the organisation in a timely manner.
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The organisation engages effectively with civil society

Organisations should understand the importance of building trust and communicating effectively with
their civil society stakeholders, including the media. Organisations should take a need to share approach
toward security information rather than a need-to-know approach and communicate regularly with
civil society stakeholders via the website, brochures, newsletters, corporate social responsibility reports,
social media posts and more.

Organisations should ensure that they have face-to-face engagements with their civil society
stakeholders using methods like questionnaires, focus groups, citizens’ panels, and other formal
stakeholder dialogue meetings. By listening to concerns and feedback from members of the local
community and other concerned stakeholders, this can lead to appropriate adjustment to an
organisation’s plans, processes and approaches—to as great an extent as possible—as a result. In
addition, leaders and senior managers of an organisation should receive training in how to communicate
effectively with the media—both under normal conditions and during emergencies

There are communication protocols with offsite responders

Organisations should identify off-site response agencies and other agencies and decision makers who
are involved in response having regard to national, local and site response plans. Command, control and
coordination plans are typically in place to manage multi-agency response which also is the basis for
regular exercises and trainings to improve emergency preparedness and response to all incidents.

MEASURING NUCLEAR SECURITY CULTURE

There is no single, definitive way to measure nuclear security culture. The various methods for assessing
the maturity and effectiveness of an organisation’s nuclear security culture include monitoring leading
and lagging key performance indicators, conducting nuclear culture surveys, analysing documents,
collecting observations, conducting interviews, holding focus groups and inviting peer review and
evaluation missions.

Metrics and Indicators

To determine how effective nuclear security culture is within an organisation, it needs to be measured.
This typically starts with the development of key performance indicators (KPIs) that help to identify
potential problem areas, stimulate actions, document management efforts, and reinforce improvements
in behaviour. KPIs should be based on a realistic assessment of cause and effect. They should adequately
map and identify causal linkages (root causes, precursors, events and outcomes) and consistently,
accurately and reliably measure what they are supposed to. They should also provide information that is
relevant for management decisions and actions, facilitate accurate and detailed comparisons, and lead
to correct conclusions.

Typically KPIs in the nuclear sector are characterised as either lagging or leading. Lagging
indicators describe events or incidents that took place in the past, such as the number and type of
security incidents. They generally indicate little about what an organisation is doing to implement
improvements. In contrast, leading indicators focus on future performance and continuous
improvement.
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They include such measures related to:

= Training programmes
= Employee attitude surveys of security culture
= Peer reviews

= The results of exercises and drills

Determining which KPIs to use and the balance between lagging and leading metrics is important. If
the frequency of security incidents is small, lagging indicators are unlikely to provide much useful
information about the effectiveness of the nuclear security culture programme.

It is a reflection of the maturity of programme if it incorporates leading indicators and that these
indicators are fully integrated into their risk management arrangements and aligned to their
organisational priorities and objectives. It is also desirable to establish a multidisciplinary team to
identify the most appropriate leading indicators to use. This is important because the root cause of
incidents (both safety and security) often lies in organisational culture, structures and processes (e.g.,
people, systems, policies and procedures) as well as technical issues (e.g. equipment and resources).

Methods of Measurement

Organisations can use a variety of methods to assess their security culture, including surveys, interviews
and onsite observations. An organisation may already conduct surveys on topics like overall employee
satisfaction, corporate culture, compensation and benefits, and health and safety. Larger nuclear
organisations may have the in-house expertise to implement surveys; others may need to appoint
specialist external consultants to provide this service.

In contrast to general employee satisfaction surveys, nuclear security culture surveys are currently
far less common. One reason is that organisations do not often focus on the role that employees play
in overall security arrangements; instead of encouraging them to think about the rules in depth or

to comment on their applicability, organisations simply require employees to follow security rules.
Another reason may be that security arrangements are usually perceived as classified, so leaders may
believe that engaging with employees on security issues could compromise confidentiality and put the
organisation at risk.

Clearly, such obstacles cannot be justified if the overall objective is to establish a proactive,
organisation-wide security culture. Employee views about - and support for - nuclear security are
important and need to be understood.

Self-Assessment of Nuclear Security Culture

Although beliefs, principles and values provide the underpinnings for a strong security culture, it is
not always apparent what they are. This is because they often operate at an almost unconscious level.
When an organisation faces a changing environment or has identified the need for improvements in
the way things are done, an established culture may impede progress unless it too is changed. Before
methods can be devised and implemented for affecting change; however, it is important to know what
the baseline is. This requires undertaking a formal self-assessment process to proactively identify an
organisation’s security beliefs, principles and values.

In the IAEA Technical Guidance Nuclear Security Culture Self-Assessment (2017), the IAEA says that:

Security culture self-assessment plays a key role in developing and maintaining an awareness of the
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strengths and weaknesses of the organisation’s nuclear security culture. Due to their heavy focus on
perceptions, views and behaviour at all levels of the organisation, regular assessments help managers to
understand the reasons for an organisation’s patterns of behaviour in certain circumstances, to devise
optimal security arrangements, and to predict how the workforce may react to the unknown.

Such a review should draw on performance indicators, reviews of events, personnel survey data and the
results of relevant internal audits. Assessments should evaluate how well actions are being completed
and how effective they are. Reviews should be designed to provide people who are responsible for
controlling the risks with accurate, useful and timely information. Taking such actions will help to
reduce the likelihood that complacency will lead to organisational drift away from security excellence
and will allow the organisation to be aware of the strengths and weakneses of the organisation’s security
culture. By considering perceptions, views and behaviours at all levels of the organisation, each self-
assessment will help managers understand the reasons why the organisiation and its employees exhibit
certain patterns of behaviour and what coud be done to ensure the most effective security arrangements
in terms of design, implementation and sustainability of these measures.

The self-assessment questionnaire found in Appendix A of this Guide is meant to serve as a starting
point for organisations before moving onto more formal self-assessments. The questionnaire

helps evaluate the effectiveness of nuclear security culture at an organisation in several key areas:
leadership and security oversight, threat perception, personal accountability, security standards and
professionalism, and communication.

Peer Review and Evaluation

Measuring the performance of nuclear security culture at a facility and benchmarking it against the
performance of nuclear security culture are similar facilities is an essential element for demonstrating
the health and effectiveness of an organisation’s nuclear security culture and that the culture is a key
driver for the effective management and mitigation of nuclear security risks.

Participation in benchmarking and evaluation opportunities allows nuclear security practitioners to
learn from each other and use those experiences, benchmark practices and use the opportunity to
identify improvements in their own organisation.

An effective process to assess an organisation’s nuclear security culture is to conduct employee surveys,
semi-structured in-person interviews, focus groups, desk analysis of different documents and guided
observation. The information obtained provides an organisation with the basis for understanding what
improvement actions may need to be taken (e.g. establishing or revising policies, programmes and
supporting training) that meet the organisational goal of developing, maintaining and sustaining an
effective nuclear security culture over time.

The scope of any peer review and evaluation service should include at least the following areas for
consideration:

1. Leadership and management

2. Threat context and perception of threat

3. Nuclear security standards, professionalism and continuous improvement
4. Effectiveness of communication supporting nuclear security

5. Personal accountability of all staff
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Leadership and Management

An examination of the attitude of high-level decision makers towards nuclear security is an important
feature of nuclear security culture. This means assessing whether they truly believe and behave in a
way to make everyone believe that the threat is real and that nuclear security is important as well as
motivating personnel to act on it. It is also important to consider whether they clearly promote nuclear
security culture. In addition, this area reviews security roles and responsibilities, examining how

they are defined and whether they are clear and widespread across the organisation. This implies that
everyone can identify their functions within the organisation regarding nuclear security. This area

also considers whether the organisation provides sufficient resources to nuclear security, in terms of
personnel, budget, equipment, etc. It is also important to consider the existence (and use) of reporting
mechanisms and procedures for security matters as well as the implementation of performance tests to
ensure continuous improvement and sustain nuclear security. Another relevant topic is the existence
and promotion of an effective safety and security interface and an integrated risk management
approach. Finally, it is important to understand how engagement and coordination with external
relevant stakeholders is managed.

Examples of elements to be considered during the assessment process:

* Attitude of leaders and managers toward nuclear security, including belief in the credibility of the
threat and promotion of a robust nuclear security culture;

* Governance and organisational structure, including definition of roles and responsibilities;
* Allocation of human, technical and financial resources to nuclear security;
* Risk-informed approach, including management of the safety and security interface;

* Oversight and monitoring of the performance of the nuclear security arrangements, including
actions in the case of non-compliance and a continuous improvement process.

Threat Context and Perception of Threat

This area includes the acknowledgement of the threat and the importance and existence of a formal
threat assessment process forming the foundation of the security arrangements. The threat should
be perceived as credible and communicated in an appropriate manner across the organisation, having
regard to the need-to-know principle. Nuclear security arrangements should be based on a threat
assessment and organised in a manner to be able to effectively minimise or mitigate risk arising from
the reference threats. There are typically mechanisms in place to update and re-assess the threat, and
security measures and arrangements are then upgraded accordingly. There is evidence of external
stakeholder coordination and communication regarding threat assessment. The threat assessment
also recognises internal threats, and there are typically programmes and/or measures (e.g. an insider
threat mitigation programme) in place to prevent and protect against this type of threat. Any proposed
assessment should not review or access the content of the threat assessment. The assessment should
only review how a host organisation considers threats, regardless of what the threats are, and how it
addresses them throughout its security programme.

Examples of elements to be considered during the assessment process:

= Communication of the threat within the organisation and common understanding of the threat at
all levels;

= Design of nuclear security arrangements based on the outcome of a formal assessment of the
threat;

= Understanding of the evolution of the threat and in particular the evolving capability of
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adversaries (e.g. physical, cyber or blended attacks);
= Belief by the staff that the threat is real,

= Recognition of the insider threat and the need for specific mitigation measures including
preventive and protective measures.

Nuclear Security Standards, Professionalism and Continuous Improvement

This area describes the professionalism of employees regarding nuclear security. It also assesses how
they comply with security measures. This area reviews the existence of evaluation mechanisms and
training requirements for staff, as well as roles and responsibilities regarding nuclear security. It
evaluates the establishment, implementation and effectiveness of performance tests and other quality
assurance measures. It also intends to understand the existence of enforcement or corrective measures,
such as inspections and sanctions. Finally, it is important to understand whether security arrangements
are implemented within quality management systems.

Examples of elements to be considered during the assessment process:

e Signs of a professional and proactive attitude toward nuclear security among all staff;

e Expectation of nuclear security compliance by all staff and the search for security performance by
all staff;

e The importance of ensuring competences of each individual with nuclear security responsibilities
at all levels of the organisation;

e Mechanisms for consolidating operational lessons learned, supporting benchmarking with
others, and ensuring continuous improvement;

e Mechanisms to allow staff to report serious concerns and evidence that proper follow-up is done.

Effectiveness of Communication Supporting Nuclear Security

Effectiveness of communication supporting nuclear security refers to all the different ways in which
nuclear security is communicated. This includes internal communication across departments and the
way it is done (signals, announcements, emails, etc.) as well as external communication with relevant
stakeholders to have an effective coordination mechanism in place, and/or with local communities in
normal circumstances or during an emergency.

Examples of elements to be considered during the assessment process:

¢ Internal communication campaigns to explain and promote nuclear security and support the
development of a robust nuclear security culture;

¢ Mechanisms to communicate relevant nuclear security information to selected external
stakeholders;

¢ The use of indicators reflecting the health and performance of the security programme to support
communication campaigns toward internal and external stakeholders;

¢ Mechanisms to assess the effectiveness of communication efforts.

Personal Accountability of Staff

Personal accountability refers to the employee’s reliability and attitude toward nuclear security
requirements and measures. This also assesses an individual’s understanding of expectations
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regarding nuclear security and their willingness to report suspicious behaviour and provide feedback to
management. This also includes an assessment of the availability of human reliability programmes, the
type and frequency of employee checks, and the measures to be taken in case of issues identified during
the background check process.

Examples of elements to be considered during the assessment process:

= Attitude of staff towards the need for effective nuclear security and compliance with nuclear
security rules;

= Understanding by staff of nuclear security expectations placed on them;

= The belief by staff that implemented security measures are adequate and proportionate to the
risk;

= The belief by everyone about the reliability of other individuals accessing information, facilities
and materials.

Periodic Review

It is recommended that any peer review and evaluation of nuclear security culture be done on a
periodic basis with attention paid to any findings, conclusions, recommendations and suggestions for
improvement made by the peer reviewers.
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APPENDICES

Appendix A - Self-Assessment Questionnaire

The questions in Appendix A will help you evaluate the effectiveness of your nuclear security culture in your
organisation.

LEADERSHIP AND SECURITY OVERSIGHT

Leaders and senior managers think that nuclear security is important.
O
Leaders and senior managers think that nuclear safety and nuclear security are O Yes
equally important.
qually importan O No
Leaders and senior managers encourage employees to share their concerns about O Yes
nuclear security. O No

Leaders and senior managers believe there are credible threats and risks arising.

. . . . Y
Leaders and senior managers implement accountability mechanisms to ensure O €s
effective nuclear security.
No

(O ves
Senior managers ensure compliance with nuclear security measures.

O o
Senior managers are prepared to enforce sanctions if necessary in response to O Yes
noncompliance with nuclear security measures. O No

. . . . . . Y
Senior managers conduct follow-up actions in relation to security concerns raised O es

by employees.
oo O o
O v
Senior managers promote positive nuclear security culture as a core value.
O
Senior managers implement procedures to sustain and improve nuclear security O Yes

measures.
O




THREAT PERCEPTION

The organisation’s security measures are based on a threat assessment (DBT or
RTS).

Everyone in the organisation understands that there are credible threats and risks.

All employees in the organisation are periodically informed of security topics and
reminded that security is a key priority.

All employees in the organisation are aware of the difference between an external
adversary and an insider adversary.

PERSONAL ACCOUNTABILITY

All employees in the organisation understand the security requirements that they
are expected to comply with.

All employees in the organisation are encouraged to provide feedback and
comments on the security arrangements.

All employees in the organisation are aware of the procedures for the reporting of
security concerns.

All employees in the organisation are prepared to report security incidents and
suspicious or unusual behaviour, even in circumstances where it involves a work
colleague.

There is a periodic review of employees to review their reliability and update their
security clearance.

SECURITY STANDARDS AND PROFESSIONALISM

Employees behave in a professional way regarding nuclear security, complying
with nuclear security measures.

There are training activities for employees on nuclear security topics.




There are basic entry requirements for employees to work in nuclear security.

Roles and responsibilities for all employees regarding nuclear security are clearly
identified.

Security personnel in my organisation can manage a security threat in an effective
way.

There is no difference in the effectiveness of security measures across shifts.

Exercises and other evaluation actions are conducted regularly to test the
effectiveness of nuclear security measures.

Corrective measures are implemented after a performance evaluation.

There are communication mechanisms and procedures in place with regard to
security topics.

Security requirements are communicated to all employees in an effective manner.

Managers communicate nuclear security measures and requirements to employees
on aregular basis.

Communication on nuclear security is undertaken effectively and improved
periodically.

Nuclear security incidents are appropriately managed and reported to the
regulator.
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Appendix B - Maturity Scale

The following scale presents five stages of development leading to a world-class nuclear security
culture, each with its own set of characteristics. Identifying where your organisation falls on this scale
will help you understand how effective your nuclear security culture is and what you need to do to

improve it.

1

RESILIENT

32

CHARACTERISTICS

Leaders and senior managers demonstrate their belief that a threat exists, and that
nuclear security is important, by investing sufficient resources and establishing
quality management systems. Senior management lead by example and motivate
personnel to take security seriously, encouraging the development of nuclear
security culture. Roles and responsibilities are clear within the organisation,

there are coordination mechanisms with external stakeholders, and there is
comprehensive training in nuclear security.

There is a design basis threat in place, and all the security measures are based on
it. The design basis threat gets upgraded/updated regularly in coordination with
relevant external stakeholders. Threats are communicated across the organisation
and staff is aware of them, behaving accordingly. Staff believes that the threat is
real and has a proactive attitude toward security.

Employees behave in a professional way, complying with security measures and
proactively reporting failures to meet security measures. There are training
activities for employees regarding nuclear security, with options beyond those
required by regulations. Roles and responsibilities related to nuclear security are
clearly identified among staff members. Security personnel implement measures in
an effective way and evenly across work shifts. The organisation conducts various
security exercises to test the performance of its measures and capabilities, beyond
those required. There are sanctions and enforcement mechanisms in place to
ensure compliance with security measures.

There are regular internal communications regarding nuclear security measures
and requirements. There are frequent and effective communications regarding
nuclear security with relevant stakeholders and the local communities. The
security communication in general is effective, periodic and proactive. There

are performance mechanisms in place to ensure the quality and effectiveness of
security communications. Security incidents are always communicated to the
regulator.

Employees have a positive and proactive attitude toward nuclear security. They
understand security measures and requirements. There is an effective personnel
reliability programme in place. Personnel proactively report suspicious behaviour,
and employees are vetted regularly. Reporting is always confidential and taken
into consideration, safeguarding everyone’s safety and the overall security of the
facility.




2

PROACTIVE

Leaders and senior managers generally believe that a threat exists, and that
effective security will be able to mitigate the threat. There is some investing in
resources and some mechanisms to improve practices. There is a strong nuclear
security culture. Roles and responsibilities are established in the organisation,
there are coordination mechanisms with external stakeholders, and there is
advanced training in nuclear security.

There is a design basis threat in place and all the security measures are based on
it. The design basis threat gets upgraded/updated in coordination with relevant
external stakeholders. Threats are communicated across the organisation, staff
is aware of them, and most of the staff behaves accordingly. Most of the staff
believes that the threat is real and has a proactive attitude toward security.

Employees behave in a professional way complying with security measures

and proactively reporting failures to meet security measures. There are
training activities for employees regarding nuclear security. Roles and
responsibilities related to nuclear security are clearly identified among staff
members. Security personnel implement measures in an effective way and
evenly across work shifts. The organisation conducts various security exercises
to test the performance of its measures and capabilities. There are sanctions
and enforcement mechanisms in place to ensure compliance with security
measures.

There are internal communications regarding nuclear security measures

and requirements. There are communication channels regarding nuclear
security with relevant stakeholders and the local communities. The security
communication in general is effective. There are minimal performance
mechanisms in place to ensure the quality and effectiveness of security
communications. Security incidents are usually communicated to the regulator.

Employees understand nuclear security and its requirements, and they have

a positive compliance attitude towards it. There are personnel reliability
measures and/or a personnel reliability programme in place. Personnel report
suspicious behaviour and employees are vetted. Reporting is always confidential
and taken into consideration, safeguarding everyone’s safety and the overall
security of the facility.

33



Leaders and senior managers generally understand that a threat exists, that
security is important, and that it would be a good idea to treat security as an
element of corporate risk. There are security measures in place. There is minimal
nuclear security culture. Roles and responsibilities are established in the
organisation. There is minimal coordination with external stakeholders and basic
mandatory training in nuclear security.

Security measures are based on the threat perception. There is some coordination
with relevant stakeholders. Threat perception is reviewed but not regularly.
Threats are communicated across the organisation. Generally, the threat is
perceived as real.

Employees behave in a professional way and comply with security requirements.
They only report what is required. There are minimal training activities for
employees regarding nuclear security. Roles and responsibilities related to nuclear
security are known by staff members. Security personnel implement measures,
but their effectiveness and evenness across shifts is not clear. The organisation
conducts the required exercises. There are minimal sanctions and enforcement
mechanisms in place to ensure compliance with security measures.

There are basic internal communications regarding nuclear security measures
and requirements. There are basic communication channels regarding nuclear
security with relevant stakeholders and the local communities. The security
communication in general is good. There are no performance mechanisms in
place to ensure the quality and effectiveness of security communications unless
itis required. Some security incidents are communicated to the regulator, when
required.

Employees have a compliant attitude toward nuclear security. There are some
personnel reliability measures in place. Personnel sometimes report suspicious
behaviour. Employees are vetted only when entering the job. Reporting is
confidential and usually taken into consideration.
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4

REACTIVE

Leaders and senior managers do not believe their facility faces any threats, and
do not consider security as important as other areas such as safety. There are
some security measures in place. Roles and responsibilities are not clear. There is
minimal coordination with external stakeholders and some training in nuclear
security.

There are minor security measures in place in accordance with a basic perception
of the threat. Threat perception is not reviewed regularly. There is a basic
communication of the threat to personnel. The threat is perceived as real mainly
by the security personnel.

Employees do not behave in an entirely professional way. There is minimal
compliance with security measures. There is some reporting. There are some
training activities on nuclear security. Roles and responsibilities related to nuclear
security are not clearly identified among staff members. Security personnel

are not very efficient when implementing measures, and these measures are

not implemented entirely evenly across work shifts. The organisation conducts
security exercises only when required and after a major incident. There are basic
sanctions and enforcement mechanisms in place to ensure compliance with
security measures.

Security communication only takes place in the case of an incident. There

are basic communication channels regarding nuclear security with relevant
stakeholders and the local communities only if something happens. The security
communication in general is not good. There are no performance mechanisms in
place to ensure the quality and effectiveness of security communications. A few
security incidents are communicated to the regulator.

Only employees tasked with security responsibilities have a minimally compliant
attitude toward nuclear security. There are minimal personnel reliability measures
in place. Personnel do not usually report suspicious behaviour. Employees are
vetted only when entering the job.
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5

VULNERABLE

Leaders and senior managers do not believe their facility faces any threats and
do not consider security as important as other areas such as safety. There are no
security measures in place. Roles and responsibilities are not clear, and there is
no coordination with external stakeholders and no training in nuclear security.

There are very basic security measures in place. These are not necessarily based
on the design basis threat nor threat perception. Threats are not reviewed

at all. There is no coordination with external stakeholders. Threats are not
communicated across the organisation and are not perceived as real by the staff.

Employees do not behave in an entirely professional way. There is no compliance
with security measures. There is no reporting. There are no training activities
on nuclear security. Roles and responsibilities related to nuclear security are

not clearly identified among staff members. Security personnel are not efficient
when implementing measures, and these measures are not evenly implemented
across work shifts. The organisation does not conduct security exercises. There
are no sanctions and enforcement mechanisms in place to ensure compliance
with security measures.

There is no security communication. There are no communication channels
regarding nuclear security with relevant stakeholders and the local
communities, even if something happens. The security communication in
general is not good. There are no performance mechanisms in place to ensure the
quality and effectiveness of security communications. Security incidents are not
communicated to the regulator.

There is a negative attitude toward nuclear security measures and requirements.
There are no personnel reliability measures in place. Personnel do not report
suspicious behaviour. Employees are not vetted when entering the job.
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