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THE ATOMIC REGULATORY AUTHORITY

THE

ARA

The lead inspector of an ARA team is 
given a laptop that permits usage of 
ARA online solutions.  This includes 

easy data integration.

O v e r v i e w :  T H E  A R A
The Atomic Regulatory Agency (ARA) is the 
Competent Authority for your country. 
• Licenses and regulates the Nation’s use of 

radioactive and nuclear materials. 
• Creates and enforces safety, security, and 

reliability regulations
• Inspectors collect data during an audit 

and archive inspection activities.

As part of this effort, the regulator has 
developed online tools to enable ARA 
inspectors to relay, process, and store data 
acquired during an audit or assessment.



MARCH 4TH 2024 - ARA IS ATTACKED!!!!

1 TYPHON – WHAT IS IT?
Typhon is a Ransomware-as-a-Service 
(RaaS) platform that uses the double 
extortion model (Exfiltrates AND 
encrypts)

TYPHON IS EVERYWHERE IN ARA!
Typhon installed onto multiple ARA 
internal servers:
• All databases containing Sensitive 

Nuclear Information are encrypted
• All data backups are encrypted
• Inspection tools and applications are 

encrypted.
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INSIDE JOB?
Two months ago, Typhon openly recruited 
Insiders by offering up to $1M USD to 
install Typhon on corporate networks.  
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WAS THIS AN INSIDER?

4 CYBER ANALYSIS
Cyber team identifies the ARA computer to 
first run Typhon on the network.
• At 23:20 exactly, a laptop (IP Address 

10.250.31.121) used by an inspector, 
launches a network scan!

SOURCE IS 10.250.31.121
When the laptop owner logged into the ARA 
network:
• Typhon began scanning and spreading on 

the ARA network.  
• As Typhon 2.0 spread, it contacted an 

outside server controlled by Typhon.
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WAS IT PENELOPE?
The laptop owner is an inspector - Penelope 
Sparta.  
• She recently returned from an NPP audit 

and did bring the ARA laptop to the site.
• The NPP IT security scanned the laptop.
• She denies knowing anything about Typhon.  
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CYBER-ATTACKS LOOK EASY BUT THEY ARE NOT

FOR EVERY ATTACK THERE IS A PLAN

EVERY ATTACK PLAN HAS CONDITIONS 
THAT MUST BE MET

IF CONDITIONS ARE NOT MET, THE 
OVERALL ATTACK PLAN FAILS

IT IS CRUCIAL FOR DEFENDERS TO KNOW & 
FOCUS ON WHAT ATTACKERS MUST DO 



TYPHON MASTER ATTACK PLAN
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3 CONDITIONS FOR SUCCESS!!!
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MEETING ALL CONDITIONS WAS TOUGH

03

MASS ENCRYPTION & 
EXFILTRATION

ACCESS DATA EXFILTRATE  DATA

ACCESS 
NETWORK

LOCATE 
DATA

NETWORK 
ENUMERATION

ASSET 
IDENTIFICATION

LOCAL PHYSICAL 
ACCESS

REMOTE ACCESS

AUTHORIZED ACCESSUNAUTHORIZED 
ACCESS

COERCE USER USE LEGIT ASSET

STEAL ASSET COMPROMISE ASSET

ARCHIVE DATA MOVE  DATA

UNRESTRICTED 
WWW ACCESS

COMPROMISE REMOTELY 
(REMOTE ACCESS)

COMPROMISE LOCALLY 
(PHYSICAL ACCESS)

ENCRYPT DATA

LOAD 
ENCRYPTOR

RUN 
ENCRYPTOR

X

X X

Attack Progression 
Stopped Until We 

Found An 
Insider…



WHILE WE WERE TALKING…

7 100GB OF DATA RELEASED
• Typhon publishes 100GB of stolen ARA data.  
• This includes sensitive nuclear information 

such as security violation reports, design 
documentation, confidential reports, PII, etc.

ANALYSIS OF TYPHON 
Cyber forensics confirms Typhon installation via a 
thumb drive.  
• When questioned, Penelope identifies all 

protocols were followed.
• The laptop was even scanned per the NPP’s 

portable media policy.
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IT HAS TO BE PENELOPE…RIGHT?
Cyber confirms:
• Typhon installation occurred during the inspection.
• Typhon only initiated after Penelope’s laptop was 

connected to ARA network.
• Once Penelope logged into ARA, the condition was 

met and triggered the attack.  
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• Public outrage about breach 
& released data

• Licensees upset at loss of 
sensitive data

• Increased targeting of 
licensees

• ARA work grinds to 
a halt

ANALYZING IMPACTS



PHILLIPE WHO?

ARA calls the site to confirm Penelope’s story.  
• While ARA was dealing with Typhon, a similar 

attack occurred at the NPP Penelope audited.  
• However, the NPP’s cyber team identified 

Typhon before installation onto the network.
• This was thanks to ARA sharing attack data.
• They were able to find and question.

They then tracked down Phillipe and called police.  
• His confiscated telephone revealed that he was 

working with Typhon to spread the malware as 
much as possible.

Phillipe’s manager identified that he was always a 
troubled employee.  Very smart and capable but 
always felt daily tasks were beneath him.  If he made 
mistakes on these tasks and they were identified, he 
became verbally abusive with his co-workers.  
Recently, the manager gave him a written reprimand 
over his behavior.

You can install Typhon on 
any network device.

And then what?

Once we get paid, you 
get paid.  Up to 20%.

k how do I get 
Typhon?

https://4e.tl/74-a8d79

k how can I get 
more $$$ More victims = more $$$

Just install on devices

I can do that. Will 
USB work? 

Yea. Download Typhon 
anywhere but work.

How do I delay 
Typhon install? 

Go to our website.  
Instructions there.

MEET “IT TECH” PHILLIPE
F i n d i n g  T y p h o n ’ s  I n s i d e r



SO WHO WERE THE INSIDERS?
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(1) MALICIOUS INSIDERS (2) UNWITTING / CARELESS INSIDERS (3) TECHNICAL INSIDER

THREAT ANALYSIS
Identifying Risk Profiles Traditional risk analysis involves analysis of unacceptable consequences and the corresponding attack 

vector/pathway to complete the attack. Key to developing these vectors is understanding the threat source’s 
intention, motivation, and capabilities.  Creating threat profiles is a foundational tenet to implement policies 
that prevent and detect insider behaviors early.



WHAT DID THE ATTACKERS MUST DO?
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USING “MUST DO” TO DEFINE MITIGATIONS
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Phillipe – Enabled Typhon Direct Access 
CROSS FUNCTIONAL APPROACH
[RISK] Manager documented pattern of a disgruntled employee.  
Worrisome behaviors were flagged.
[CONTROLS]
• [BEHAVIORAL] Psychological assessment and offers of support to 

mitigate before issues escalate.
• [ADMINISTRATIVE] If formal reprimand is created, cyber should be 

informed to place additional monitoring and reporting 
requirements.

• [TECHNICAL] With increased monitoring, a technical report should 
be generated to stakeholders on any network and end-point 
activities Phillipe conducts.

DEFENSE IN DEPTH:
• [TECHNICAL] As a system administrator, his logical access should be 

constrained to minimize impact.
• [PHYSICAL] His physical access should also be monitored and highly 

controlled to ensure how he interfaces with digital devices are 
controlled. 

 



USING “MUST DO” TO DEFINE MITIGATIONS
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Penelope – Enabled Physical & Logical Access
CROSS FUNCTIONAL APPROACH
[RISK] She lost physical control of her device during the scan at the NPP.  
It was during this scan that malware was injected.
[CONTROLS]
• [ADMINISTRATIVE] Policy that establishes that ARA employees will 

not lose visual control of their devices.
• [ADMINISTRATIVE] Awareness training on how malware can be 

injected and responsibilities for protecting ARA digital devices.
• [TECHNICAL] Require administrative privileges and password to 

install applications not on ARA authorized list.
• [PHYSICAL] All SD Card and USB ports should be disabled.

DEFENSE IN DEPTH:
• [TECHNICAL] Online data tools should be segmented.  Data upload 

locations vs. data download locations.
• [TECHNICAL] Access to data download privileges should be limited 

and monitored via remote access.
• [TECHNICAL] Installation of unrecognized applications should require 

higher level of privileges than inspectors possess

 



USING “MUST DO” TO DEFINE MITIGATIONS
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Penelope’s Laptop – The Attack Conduit
CROSS FUNCTIONAL APPROACH
[RISK] ARA had sound perimeter/boundary controls.  But laptop had 
access and authority to bypass those controls.
[CONTROLS]
• [ADMINISTRATIVE] Create a backup system that is disconnected 

from the online servers. Use cross functional team to ensure vital 
data is stored in backups.

• [ADMINISTRATIVE] Create drills and exercise procedure to ensure 
that utilization of backups is practiced and effective.

• [TECHNICAL] Establish anomaly detection procedures by working 
with inspection team to define acceptable and unacceptable online 
behaviors/activities.

DEFENSE IN DEPTH:
• [TECHNICAL – Least Privilege] Ensure that employees have only 

access necessary to perform their duties.
• [TECHNICAL – Separation of Duties] Divide critical tasks and 

responsibilities among different individuals and segment the 
network accordingly.

 



LESSONS LEARNED

Do not focus on what the adversary CAN do.
Focus on what the adversary MUST do.
1. Identify the conditions the adversary needs to 

meet to accomplish their goals.
2. Implement controls around those specific 

conditions.
3. Implement detection capabilities around those 

specific conditions.
4. When those conditions are met, activate specific 

response actions


