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Reflecting on the sessions you attended this week, what concerns you the
most about insider risks in the near term (1-3 years)?

Radicalized people Advances in Cyber Mental health Cultural differences
Human error by way of Supply chain Insider threat in times of Radicalization
negligence Crisis
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Reflecting on the sessions you attended this week, what concerns you the
most about insider risks in the near term (1-3 years)?

Variations not recognized Domestic extremism Technology Violent insiders after
elections
Poor leadership Unpredictably Extremism War
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Reflecting on the sessions you attended this week, what concerns you the
most about insider risks in the near term (1-3 years)?

Development of Cyber attacks Black swan events with Global/remote

behavioural significant impact to workforces

competencies studies human safety

Technology Human error and security Cyber Security The damage aninsider can
culture do from a keyboard while

working from home.



Reflecting on the sessions you attended this week, what concerns you the
most about insider risks in the near term (1-3 years)?

Social media extremism Al assisted Attacks. Low addressing the That business stops

spirals senior management complexity and believing the risk is redl
support. multiplicity of threats

Technology Challenge to establish Radicalization Mental health issues
comprehensive legal
framework
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Reflecting on the sessions you attended this week, what concerns you the
most about insider risks in the near term (1-3 years)?

State involvement Increased sophistication Retiring workforces and the Behavioral threats

of cyber attacks changeover that will
occur...how to educate the

hew employees.

Disinformation and Authoritarianism Lack of security culture. The international
radicalization character
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Reflecting on the sessions you attended this week, what concerns you the
most about insider risks in the near term (1-3 years)?

Politicalimpacts Not recognizing the Technology trends Human Reliability
bystander effect ProgramBehavior
Observation Program

Lack of leadership Managerial issues Financial situation of Human factor
support individuals



Reflecting on the sessions you attended this week, what concerns you the
most about insider risks in the near term (1-3 years)?

Fit for work

Emotional behavior

Advanced in Cyber

Insider threats

Negligence

corruption

How to convince that is
possible to act

Confluence onincreased
geopolitical instability with
tech advances. Could lead to
more incidents orinsiders.
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Reflecting on the sessions you attended this week, what concerns you the
most about insider risks in the near term (1-3 years)?

Generational differencesin Cyberattacks | eaders still not taking the Failure to share
understanding in need for risk seriously relative to information

security, and what it means to safety etc, especially nuclear

be secure. newcomers

Impact of broader Mental health crisis Development of the Very fast evolutionin
political polarization workforce technologies
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Reflecting on the sessions you attended this week, what concerns you the
most about insider risks in the near term (1-3 years)?

Developing a
comprehensive ITM
program

Implementation of ITM

Upcoming major increase in the
number of nuclear facilities
globally with no planin place to
upskill a large enough workforce
to manage them, leading to a
reduction in standards.

Cyber attacks

Emerging technologies Changes in society
Human factors Extremism

Limitation on proactive Emerging technologies
measures. Currently used

tools are mostly reactive
measures for an insider event.
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Reflecting on the sessions you attended this week, what concerns you the
most about insider risks in the near term (1-3 years)?

Supply chain risks

Unpredictability

Insider threats in SMR
conceptors

The different threats outside
the nuc domain thatis
gaining because of all kind of
conflicts that willimpact the
insider threat

Lack of common
understanding, processes
and solutions.

Making sure others
understand the risks of
insider threats

The shift from non state to
state sponsored activity with
the help of cyber attack using
vulnerabilities inside the
organisation

Management and Supervisor
ability to effectively and
proactively identify red flags
and insider risk behaviours.
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Reflecting on the sessions you attended this week, what concerns you the
most about insider risks in the near term (1-3 years)?

If we know more about
insiders so caninsiders know
more about security

Threat capability
develops faster than the
protective measures

The damage aninsider can Bias Implementation of basic
do from a keyboard while ITM

working from home.

Disinformation Indifference Emerging technologies

=0
be B



Reflecting on the sessions you attended this week, what concerns you the
most about insider risks in the near term (1-3 years)?

Supply chain

Advanced in Cyber

Technology

The impossibility to
distinguish fact and fake
news

Cyber development

Raise of extremism

Human error due to
personal and professional
pressures

Increasing the threat of
insider. Necesserity of deeper
collaboration
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Reflecting on the sessions you attended this week, what concerns you the
most about insider risks in the near term (1-3 years)?

The mental health and Lack of understanding of To improve on openness Dinosaurs

radicalisation the threat by leaders

Technology How to catch them Security culture Disinformation spread on
before they do something social media
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Reflecting on the sessions you attended this week, what concerns you the

most about insider risks in the near term (1-3 years)?

More example..each Siloed entities within our Human factor
session company
Security culture Technology radicalized More and more nuclear energy

: demand is increasing and man
inadequacy groups = .
new partners are coming forward
to involve them in nuclear power.
The insider threat will increase. Al

and deep machine learning .

The indider threat is a very
serious issue that facing all of us,
we need to increase the the
awareness and understanding
going gorward.

Désinformation and
radicalisation form me
are the most



Reflecting on the sessions you attended this week, what concerns you the
most about insider risks in the near term (1-3 years)?

Al Technology OQutside cyber threats Capacity building

Leadership support Technology Emerging technology NMAC

6



Reflecting on the sessions you attended this week, what concerns you the
most about insider risks in the near term (1-3 years)?

Developing Structured
Professional Judgment
specifically forthe nuclear
sector

Inadequate nuclear
material controls

Coping with the
complexity and
acceleration of global
change

Geopolitical factors

Human factors
(specifically mental and
emotional issues)

Dinosaurs

Social media algorithms
pushing people to
extremism.

Technology
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Reflecting on the sessions you attended this week, what concerns you the
most about insider risks in the near term (1-3 years)?

Interdisciplinary workgroups Radicalization Copy cats
to include those working
outside the core practitioner

group.
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\What should the INFCIRC/908 community of practice focus on over the next
1-3 years (e.g.. human factors, technology, or events)?

Technology Al Technology Al

Human factors Drone attack Artificial Intelligence Technology

N~



\What should the INFCIRC/908 community of practice focus on over the next
1-3 years (e.g.. human factors, technology, or events)?

Al Human factors Protective factors Al

Human factors Events Human factors Evaluation

N~



\What should the INFCIRC/908 community of practice focus on over the next
1-3 years (e.g.. human factors, technology, or events)?

Personal risk factors

Technology

blurring frontier of cyber Technology Technology
and physical security

Using technology to aid in Human factors Social media and Al
threat detection, prevention,

and auditing
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\What should the INFCIRC/908 community of practice focus on over the next
1-3 years (e.g.. human factors, technology, or events)?

Cybersecurity and Al human factors Behavior observation Cyner Security
How technology can Getting reliable data Al Technology. Al. Mental
assistin|TM health.
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\What should the INFCIRC/908 community of practice focus on over the next
1-3 years (e.g.. human factors, technology, or events)?

Behavioral indicators

Al

Relation between human
factor and new
technology

Human Factors

Standardizing Drone attacks and Al
trustworthiness and

reliability assessments

Human Information exchange
factorsAlCybersecurity
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\What should the INFCIRC/908 community of practice focus on over the next
1-3 years (e.g.. human factors, technology, or events)?

Technology's impact on Human factor Human factors Technology
insider
Human predictability Human factors Cybersecurity and Social/health events

technology development
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\What should the INFCIRC/908 community of practice focus on over the next
1-3 years (e.g.. human factors, technology, or events)?

Root causes

Security Culture

Technology use to
identify human factors

Share Best practice and
lessons learned

Solidarity Leadership buyin
Security Culture Human factor
initiatives and best

practices
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\What should the INFCIRC/908 community of practice focus on over the next
1-3 years (e.g.. human factors, technology, or events)?

security culture in nuclear Cybersecurity Technology Oversight and

technology vendor/operator governance of Al
organisations

Existing experience sensibility of new actorsin Secure monitoring Both
the nuclear industry technology
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\What should the INFCIRC/908 community of practice focus on over the next
1-3 years (e.g.. human factors, technology, or events)?

Personal risk factors Interfaces human factors Success stories

Privacy and protection vs Technology Prevention vs prediction Cyber security
ai
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\What should the INFCIRC/908 community of practice focus on over the next
1-3 years (e.g.. human factors, technology, or events)?

Globadlisation of the Technology Maintaining this strong Geopolitical evolution
INFCIRC/909 community
Cybersecurity and Training of member states Cyber security and Leadership practices to

evolving technology and worlshop organization to human factors
Sensitize the whole world on

the high risks of Insider
Threats and prevention.

support the workforce
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\What should the INFCIRC/908 community of practice focus on over the next
1-3 years (e.g.. human factors, technology, or events)?

Technology-enablement Technologies AlLack of human Cyber security
of insider threat resourcesArmed

conflictsNew

technologies

Human factorsAwareness Human responses to real Human factors Al and Cybersecurity

at regional level events, what went wrong. Issues
More sharing between

partners.

N~



\What should the INFCIRC/908 community of practice focus on over the next
1-3 years (e.g.. human factors, technology, or events)?

Human factors TexHonoruw, Operational technology Dinosaurs
yesloBeYeCcKnmn PaKTOP,
kKnbepbesonacHoCTb
Cyber security!!! Security vs Privacy Behavioral indicators, insider Behavioral indicators, insider
threat profiles, and methods threat profiles, and methods
for assessment for assessment
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\What should the INFCIRC/908 community of practice focus on over the next
1-3 years (e.g.. human factors, technology, or events)?

Regulatory framework Al technology that can be Study success factors Successful expansion of
done for replace human NPP
job.
Develop Structured Human factor Security interfaces with Human faktor
Profesdional Judment safety/safeguards/others

specific to the nuclear sector
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\What should the INFCIRC/908 community of practice focus on over the next
1-3 years (e.g.. human factors, technology, or events)?

Human factors, tehnology Workshops and himan
factors

N~



