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* Issuing of the IAEA INFCIRC/908 on Mitigating Insider
Threats

* First international symposium

* Founding of the international working group
* Events and efforts over the last 7 years

* How to become a subscriber
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IAEA Information Circular 908 (INFCIRC/908) t"

« 2016 International Conference on Nuclear
Security, USA issued INFCIRC/908, “Joint
Statement on Mitigating Insider Threats”

* Two key pillars

 Commitment to support the IAEA to develop and
iImplement an advanced, practitioner-level
training course;

« Encourage implementation of measures to
mitigate insider risk by taking a risk-informed,
graded approach.
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General Distribution
Original: English

Communication dated 22 December 2016
received from the Permanent Mission of the
United States of America concerning a
Joint Statement on Mitigating Insider Threats

int Statement on Mitigati

International Training Course
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First International Symposium in 2019

« Co-hosted by Belgium and the USA
e 12-14 March 2019 in Brussels
« 52 Countries, over 200 Participants

« Consensus on a path forward

Establish an international working group
Conduct a side event at ICONS 2020
Explore key themes and topics

Promote an outreach strategy to
showcase INFCIRC/908 commitments

Develop opportunities to share good
practices and lessons learned
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2019 International Symposium on Insider Threat Mitigation
Brussels, Belgium
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Cybersecurity Security Culture
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IAEA Information Circular/908 (INFCIRC/908) ’ 9

Joint Statement on Mitigating Insider Threats e
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Establishes and implements national-level measures to mitigate insider threats
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Canada ® Japan

Chile = Jordan

Romania Slovenia (2020)

Switzerland
(2021)

+f =0 N

Spain

ol (] ifc

M el -
7AN il ]

Czech Republic “ ®, Kazakhstan Sweden Slovakia (2023)

. . . Lithuania
Finland Mexico Thailand e (2024)

&
Georgia Morocco United Kingdom @ INTERPOL
INTERPOL
United Stat f

Germany Netherlands nited States

America

Endorsed by 34 States and 1 Organization (INTERPOL) L
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Outreach Strategy

IWG, Subscribers J§ Regional

* Focus Group to « Engage with regional
Focus Group networks

» Qutreach strategy, * Present at regional
plan, and workshops or events
implementation
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International

 Participate in large-
scale events

« Strengthen ties to
IAEA, INTERPOL,
WINS and others

Build advocacy and networks. Engage stakeholders. Grow leadership and influence.

insiderthreatmitigation.org



INFCIRC/908 International Practitioner Workshop for Insider
Threat Mitigation at Nuclear & Radiological Facilities

» September 18-22, 2023

« Sandia National Laboratories,
Albuquerque, New Mexico

* First of its kind
» Discussed good practices

* Future products for the
Community

* Workshop materials available on
the website
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INFCIRC/908 International Practitioner Workshop for Mitigating Insider Threats at Nuclear & Radiological Fa es
September 18-22, 2023 Sandia National Laboratories, Albuquerque, NM, USA
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Making Strides

S

*|CONS 2020
eLaunch IWG
*Established Steering

2

*Outreach

*Focus Group launch
*INMM-ESARDA
*WiN Canada

*NTI

2020
2021

Committe

*WINS
*Regional events

2022

+A/CPPNM side event
*Advanced course
*Collaboration with IAEA

and INTERPOL

*SC meetings
*Regional events

*In-person SC meeting
INMM-ESARDA
*|AEA CyberCON
*Publish resources and

promote strategies

*Advanced Practitioners’
Workshop

*Planning the 2024
Symposium
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Collaborate Share and Sustain

Develop and Deliver

Getting Started
COVID-19

Gaining Momentum
Virtually

insiderthreatmitigation.org
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* Your country’s Permanent Mission to the United Nations and other
International Organizations in Vienna:

1. Informs the Permanent Mission of the United States of your
country’s intent to subscribe, and

2. Sends a note verbale to notify the Secretariat of the IAEA that
your country would like to subscribe to INFCIRC/908 and
request such official communication be circulated as an
INFCIRC document to all IAEA Member States.

* A note verbale template is available online
http://www.insiderthreatmitigation.org/infcirc_908

insiderthreatmitigation.org
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