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About the Symposium

The 2nd International Symposium on Insider Threat
Mitigation (ITM2024) was held in Brussels, Belgium
from March 5-7, 2024.

ITM2024 was co-organized by the United States Department of Energy,
National Nuclear Security Administration (DOE/NNSA) and the Belgian
Federal Agency for Nuclear Control (FANC) with support from Steering
Committee members of the Advancing INFCIRC/908 International Working
Group (IWG).

The 2nd International Symposium offered a unique platform for participants to
share ideas and exchange perspectives to detect, deter, mitigate, and respond
to insider risks; showcase the International Atomic Energy Agency (IAEA) In-
formation Circular 908 (INFCIRC/908) resources and commitments, including
domestic and regional events; explore impacts of emerging technologies

in insider threat mitigation policies and programs; collaborate with other
industry and academic professionals; and encourage additional subscribers

to INFCIRC/908.

Building on the success of the previous Symposium, held in 2019, ITM2024
was recognized as the largest international forum dedicated to mitigating
insider threats to nuclear and other radioactive materials in use, storage,

or transit.

More than 200 attendees from 50 nations participated in ITM2024,
representing a wide range of organizations and geographic diversity. Attendees
Included nuclear regulators/competent authorities, facility operators, material
transporters, response organizations (e.g., law enforcement, military, security
services), academia, nongovernmental organizations, and industry partners.
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The INFCIRC/908
Joint Statement on
Mitigating Insider
Threats consists
of two major
focus areas:

1) commitment to support
the IAEA in developing
and implementing an
advanced, practitioner-level
training course on insider
threat mitigation, and

2) implementation of
measures to mitigate
insider threats by taking
a risk-informed, graded
approach.



Conference Scope

The Symposium theme, “Expect the Unexpected: Exploring Multidisciplinary Approaches,” underscored the variety
of domain experts required for implementing a robust insider risk program. Holistic programs must address the total
risk landscape (i.e., national policy and regulatory frameworks, trustworthiness and reliability, physical protection and
technical measures, cybersecurity, and security culture) and be prepared to proactively address emerging threats and
technologies. These topics were interwoven across the three-day Symposium.

Each day began and ended with panels or keynote presentations conducted in plenary. Concurrent sessions and interac-
tive activities provided each attendee with the opportunity to explore a wide range of topics representing a unique com-
bination of solutions-focused presentations, case studies, panels, and networking opportunities. More than one hundred
speakers and vendors from 29 countries shared lessons learned from an operational perspective and practical solutions
to real-world problems. The Symposium also provided a forum for INFCIRC/908 subscribers to showcase national-level
commitments and regional efforts to advance the state-of-practice for nuclear security.

Welcome and
Opening Remarks

To kick off the Symposium, IWG co-chairs Mr. Rony
Dresselaers, Director for Security and Transport, FANC
(Belgium), and Ms. Christine Bent, Assistant Deputy Adminis-
trator for Global Material Security, DOE/NNSA (USA), provided
an overview of INFCIRC/908 initiatives from 2016 to present,
emphasizing key milestones met by the insider threat miti-
gation community of practice. A video montage highlighted
INFCIRC/908 subscriber commitments, regional and interna-
tional events, and activities undertaken by the IWG. Steering
Committee members were presented with certificates of
appreciation for their contributions made since 2020.




Opening remarks were provided by Belgian Minister of the Interior, Institutional Reforms, and Democratic Renewal,
Annelies Verlinden and Administrator Jill Hruby, the Under Secretary for Nuclear Security of the U.S. Department of
Energy (DOE) and Administrator of the National Nuclear Security Administration (NNSA). The speakers celebrated the
significant progress made since the Joint Statement on Insider Threat Mitigation was issued in 2016. As an extension
of the IWG, the triennial Symposium was noted as a critical forum for exchanging ideas, perspectives, and challenges
to detect, deter, and respond to insider threats. Understanding insiders, including their background, motives, and net-
works, was emphasized. Both speakers opined that collaboration is crucial for creating longstanding alliances to combat
insider threats. Through such partnerships, the insider threat mitigation community of practice will strengthen inter-
national cooperation in nuclear and radiological security. The speakers applauded participants for their national-level
commitments to nuclear security and encouraged full and active participation during ITM2024.

Plenary Sessions

Emerging Issues Panel Discussion

Moderator: Yvan De Mesmaeker, Belgium
Panelists: Minister Annelies Verlinden, Belgium; Under Secretary Jill Hruby, USA; Senior Vice President Jaana Isotalo, Finland;

Site Director Peter Moens, Belgium

Key Highlights: Using a “fireside chat” format, senior leaders explored the risks and opportunities that emerging tech-
nologies and global conflicts present for nuclear and radiological security. The Russian invasion of Ukraine elevated
concerns not just on a nation-state’s hostile takeover of a nuclear power plant but also on the resulting impacts of ex-
treme stress on reactor operator performance. Both physical and mental fitness are imperative for a healthy workforce.
In addition, a strong security culture can prepare employees to be vigilant and enable them to speak up about security
concerns. Organizations are challenged with more complex employee monitoring because there is currently no readily
available technological solution. Artificial intelligence was identified as a possible tool to facilitate more efficient back-
ground checks to determine trustworthiness and reliability of nuclear sector employees. In addition to physical acts of
aggression, cyber-attacks on critical infrastructure are a growing concern. Panelists acknowledged that regulations and
legislation will always be reactive in a rapidly evolving threat and technology landscape. Strong collaboration between
nuclear security stakeholders is the only answer to effectively address today’s technology and social challenges.

3



Nuclear Regulator Roundtable

Moderator: Christine Bent, USA
Panelists: Frank Hardeman, Belgium; Ethel Ofoegbu, Nigeria; Said Mouline, Morocco; John Buchanan, INTERPOL

Key Highlights: In this Davos-style panel discussion, nuclear regulators and law enforcement representatives shared best
practices for strengthening legal frameworks to support nuclear security. Effective insider threat awareness training and
program implementation starts with recognizing that the threat is real and that each person within an organization con-
tributes to a robust security culture. With increasing supply chain issues, it is imperative to expand trustworthiness and
reliability determinations to external partners such as vendors. Revising regulations to address new challenges takes
time. Building strong relationships and increasing collaboration between stakeholder groups is therefore critical.

Cross-Industry Perspectives on Mitigating Insider Threats

Moderator: Carl Reynolds, UK
Panelists: Nele Eykens, Belgium; Kim Covent, Belgium; Nisreen Alhmoud, Jordan;

Chris Shulz, USA; Joeri Glastra, Netherlands

Key Highlights: Panelists from various industries (e.g., public energy utility, law
enforcement, research laboratory, materials technology and recycling) addressed
similarities and differences in their organization’s insider threat mitigation
programs. Information sharing and collaboration was a noted commonality and
strength. Privacy rights and threat assessment investigations proved the most
difficult to navigate, especially for companies operating in multiple countries with
jurisdictional uncertainties. Considerable discussion on terminology (insider risk
vs. insider threat) highlighted the need to better understand human decision-
making (i.e., motivation and intent) and unintentional mistakes by well-meaning

employees.




INFCIRC/908 New Subscribers Forum

Moderator: Katherine Holt, USA
Panelists: Juraj Vaclav, Slovakia; Thomas Languin, France; John Buchanan, INTERPOL

Key Highlights: Subscribers shared their motivations to endorse INFCIRC/908. Regional threats, access to resources, and
information sharing with the community of practice were cited as the primary reasons for subscribing to INFCIRC/908.
Since subscribing, each has participated in national-level training and contributed to bilateral and multilateral

engagements.

Mitigating Insider Threats in Times of Crisis

Moderator: Christine Noonan, USA
Panelists: Alfonso Singayan, Philippines; lulian Gisca, Moldova;
Vlad Borzenkov, Ukraine; Ali Alkis, Tirkiye

Key Highlights: Natural disasters and political, economic,

and societal turmoil can all wreak havoc on nuclear and
radiological security. Panelists shared their personal and
professional perspectives on the strains imposed by such
events and the steps taken to overcome challenges and
increase organizational resilience. Due to the evolving threat
landscape, organizations must build cross-functional collab-
orations to increase crisis communications and resiliency;
be prepared to adapt regulations and guidance on personnel
vetting and background checks; and expand training and
awareness campaigns.




DOEL-4 Incident

Presenters: Rony Dresselaers, Belgium; Johan Wouters, Belgium

Key Highlights: This session provided a retrospective of the 2014 sabotage event at the DOEL-4 nuclear power plant
turbine engine hall in Doel, Belgium. The case study covered in-depth information on what happened, how the incident
was investigated, and the implementation of additional security measures. The case study demonstrated how a robust
security culture and multi-agency partnerships are vital to mitigate insider threats.

Investigating and Responding to Insider Threat Events

Moderator: Carl Reynolds, UK
Panelists: Kim Covent, Belgium; John Buchanan, INTERPOL; Mark Resner, USA
Key Highlights: Law enforcement and security services experts reflected on their role in preventing, detecting, and
responding to insider threats. Behavior observation programs, organizational policies and procedures, and highly
effective security cultures are critical.
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Keynote: Risk Assessment and
Management in Violent Extremism

Presenters: Caroline Logan, UK; Paul Gill, Ireland

Key Highlights: Violent extremism has galvanized public fear and attention. The
presenters shared empirical research and operational insights from their work.

While no “silver bullet” has been identified as the root cause leading to radicaliza- -
tion, empirical research does provide critical insights. There are several personal IDER TH

characteristics and environmental attributes that can increase (risk factors) or
decrease (protective factors) an individual’s risk. Understanding how risk and
protective factors operate can assist in formulating effective threat management
strategies to mitigate violent extremist harm.
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Academic Programs & Research Initiatives

Moderator: Jason Harris, USA
Panelists: Kristin Schneider, USA; Alpana Goel, India; Steve Sin, USA; Ross Peel, UK

Key Highlights: Panelists from academia and research institutes provided their reflections on general theories underlying
insider risk and threat, educational programs on the topic, and nascent areas of research. In addition to resources on
education and professional development, the panelists emphasized the role of social and behavioral sciences to develop
effective insider threat mitigation programs. Organizational leaders were acknowledged as essential for development of
strong safety and security cultures.

Over the Horizon
Threats and Solutions

Moderator: Carl Reynolds, UK
Panelists: Gert Vercauteren, Belgium; Gary Ackerman, USA; Lars van Dassen,
WINS; Katie Anderson, UK

Key Highlights: Panelists were asked to consider how the insider threat commu-
nity can better prepare for “Insider Risk/Threat X,” (i.e., the unexpected risks
and threats the nuclear sector hasn'’t yet experienced or can'’t predict with any
accuracy). Adversaries will continue to evolve, and we must be prepared to
identify early indicators of malicious activities. To do so, we must look beyond
the hype and the trends, and instead think about our tolerance for risk inside
the organization. Security culture initiatives can help organizations define
acceptable behavior and expectations. Deployment of new security tools and
technologies can help proactively identify anomalous or malicious behavior.
Organizations must be willing to invest in human and technical resources.




Concurrent Technical Sessions

Five concurrent sessions, including eleven panel discussions, six individual presentations, and five interactive
exercises, spanned the first two days of the Symposium. Attendees customized their schedule based on interest,
professional development need, or curiosity. Each interactive exercise was conducted twice, allowing participants to
attend two of the five. All concurrent sessions focused on one or more of five key topical focus areas, (i.e., national
policy and regulatory frameworks, trustworthiness and reliability, physical protection and technical measures,
cybersecurity, and security culture), and many examined emerging threats and technologies.

¢ Countries actively participating and developing practical solutions to manage insider threat show a high level
of maturity, discipline, and commitment to nuclear and radiological security.”

4 The challenge of mitigating insider threat is significant, but together we are making progress.”

44 | applaud your efforts to create a more secure world.”

The Honorable Jill Hruby
UNDER SECRETARY FOR NUCLEAR SECURITY OF THE U.S. DEPARTMENT OF ENERGY AND ADMINISTRATOR OF THE NATIONAL NUCLEAR SECURITY ADMINISTRATOR USA



National Policy & Regulatory Frameworks

Policy & Regulations: Stakeholders and Success Stories (Panel)

Organizer/Moderator: Scott Shrum, USA
Panelists: Benny Carlé, Belgium; Hugo Dorlin, France; Isabel Steyn, South Africa

Key Highlights: Panelists discussed how their organizations identify and engage stakeholders to develop and then evaluate
ITM programs. Topics included establishing relationships with key stakeholders, developing program metrics, securing
buy-in from executives, and measuring the ROI of financial investments (e.g., staffing, procuring, and deploying security
systems). Success stories emphasized an inherent tension between openness and security, the nexus of safety and secu-
rity, and stakeholder commitment to the counter-insider threat mission. All panelists affirmed the importance of tailored
support for people in crisis and the goal of non-punitive disciplinary approaches.

Developing and Implementing Successful Human Reliability Programs (Panel)
Organizer/Moderator: Karen Kaldenbach, USA
Panelists: Qasem Ababneh, Jordan; Viva Ibrahim, Nigeria; Eldar Nikhanov, Kazakhstan; Vladimir Yankov, Bulgaria

Key Highlights: Panelists highlighted the challenges experienced during human reliability program implementation.
Topics included stakeholder engagement, personnel vetting, and unique cultural or legislative barriers.

Challenges Regulating and Mitigating Threats for Advanced/Small Modular Reactors (Panel)
Organizer/Moderator: Johnny Rogers, USA
Panelists: Dominic Christian, The Netherlands; Walid M’rad Dali, Belgium; Juho Marila, Finland

Key Highlights: Advanced and small modular reactors (A/SMR) pose challenges to a country’s existing regulatory frame-
work, especially regarding security requirements. Panelists explored the development and implementation of regulations,
technology and operating paradigms, and workforce impacts on insider threat mitigation for these new reactors. Lack of
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global norms, standards, and best practices in critical areas (e.g., security by design, supply chain, and adaptation/mod-
ification of existing insider threat mitigation regulations and policies) will require additional inquiry. The panel provided
insights from both operator and regulator perspectives, and the audience also had an opportunity to provide real-time
feedback. The 3 most concerning risks identified were SMR as a service, perceptions of safety culture, and effective
implementation of new nuclear operations.

Building Good Rapport in Interviews (Interactive Exercise)

Facilitators: Kristin Schneider, USA; Christine Noonan, USA

Key Highlights: Techniques from motivational interviewing research were demonstrated to illustrate what works to
reduce resistance and increase information collection following a suspected or actual security incident. Participants
tried different techniques to build cognitive and affective trust and strengthen active listening and non-coercive
rapport-building skills.

p—

Trustworthiness & Reliability

Personnel Vetting: Good Practices for Establishing
Trust and Reliability (Panel)

Organizer/Moderator: Paula Karhu, Finland
Panelists: Qasem Abebnah, Jordan; Katie Anderson, UK; Nabil Dhabi, Morocco; Zsolt
Stefanka, Hungary

Key Highlights: Panelists reflected on Focus Group findings from a survey distributed
to INFCIRC/908 Subscribing Member States. Different approaches to establishing
trust and reliability in an organization were described. Personnel vetting programs
are influenced by social, cultural, political, and environmental conditions.
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Social Media Vetting in Practice (Panel)

Organizer/Moderator: John Landers, USA
Panelists: Jessica Baweja, USA; Victoria Byrne, UK; John Dock, Belgium; Mark Resner, USA

Key Highlights: This panel discussion assembled experts from the nuclear and radiological industry, each having
insights into the challenges of social media vetting in high-security roles. Panelists shared firsthand accounts of their
experiences with social media vetting, highlighting specific case studies.

Concerning Explosives and Radioactive Materials Stashes (Presentation)

Speaker: Helge Kroger, Germany

Key Highlights: Two recent case studies involving theft of radioactive materials underscore the importance of developing
multiple strategies to identify malicious insiders. Both perpetrators were fully vetted, but thefts revealed gaps in the
current trustworthiness and reliability processes. Acknowledged best practices include minimizing use of radioactive
materials through alternative technologies, limiting orphaned sources through regulatory and industry partnerships, and
consideration of more frequent or expanded vetting processes.

Critical Pathway to Insider Risk (Presentation)

Speaker: Bill Claycomb, USA

Key Highlights: The Critical Pathway to Insider Risk is an empirically based behavior model created by Dr. Eric Shaw and
the CERT Insider Threat Group. The model is used by numerous insider threat programs to help identify potential risk
indicators of malicious insider behavior. The presentation described development of the model, studies conducted to
validate the model, and operational use in insider threat programs.
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Advanced Red Teaming to Evaluate and Enhance ITM Processes (Presentation)

Speaker: Gary Ackerman, USA

Key Highlights: Limitations of traditional red teaming as a structured analytic technique highlight the need for social,
behavioral, and risk and decision sciences. Incorporating theoretical approaches and expertise from multiple disciplines
allows for gold standard experiments. Several practical examples were described to illustrate how advanced red teaming
has a major role to play in anticipating, preparing for, and interdicting insider threats.

Evaluating Red Flags and Insider Threat Mitigation Measures (Interactive Exercise)

Facilitators: Mathias Reveraert, Belgium; Lisa De Laet, Belgium

Key Highlights: Participants with varied backgrounds share their experience and views in order to have an overview of
prioritized red flags and measures in the topic of “observation.” The goal is to evaluate, in small groups, a set of red
flags and mitigation measures and place them in different categories: high/medium/low and must-have/nice-to-have/not
useful. This exercise is based on doctoral research. At the end of the exercise, participants shared their responses and
reflected on similarities or differences compared to the research group.

Physical Protection & Technical Measures

Mitigating Radioactive Source Threats in the Transportation Sector (Panel)
Organizer/Moderator: Greg Wolf, USA
Panelists: Kamil Cwiek, Poland; Gilles Degauque, Belgium; Karen Kaldenbach, USA; Jairo Meneses, USA/Brazil

Key Highlights: Panelists tackled the tough topic of how to mitigate insider threats in the transportation sector specific
to the transportation of radioactive material. Topics included best practices in personnel vetting, training, safety and
security culture, and the intersection of transportation security and other security concerns like physical protection.
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Evaluating States’ Implementation of NMAC for Nuclear Security (Panel)

Organizer/Moderator: Noah Pope, USA
Panelists: Pierre Funk, France; Zachary Hildebrand, USA; Ethel Ofoegbu, Nigeria; Martha Williams, USA

Key Highlights: Panelists explored key attributes of Nuclear Material Accounting and Control (NMAC) and how they contrib-
ute to effective nuclear security, and more specifically, insider threat mitigation programs. Through use of a case study,
panelists and audience members explored IAEA guidance (NSS 25-G and 32-T) and status on implementing the NMAC
for nuclear security recommendations.

Testing and Evaluating the Effectiveness of Insider Threat Mitigation Programs (Panel)

Organizer/Moderator: Pat Lynch, USA
Panelists: Scott Anderson, UK; Lior Gabbay, Israel; Eric Gosset, France; Travis Van der Velden, Australia

Key Highlights: In this hybrid session, each panelist provided a brief presentation and overview of their organization’s ef-
forts to test, evaluate, and assess security program performance, including counter-insider threat efforts and security
culture. Challenges, lessons learned, and successes illustrated the value of various assessment approaches to identify
strengths, gaps, and set priorities for ongoing improvement efforts to mitigate insider threats.

The Oncology Services in Sudan During the Military Conflict:
The Challenges (Pre-recorded presentation)

Speaker: Ahmed Khalid, Sudan

Key Highlights: Since 1955, Sudan has experienced three major civil wars, the last of which began in April of 2023 and is
ongoing. The country operates five cancer centers which, due to armed conflict, are vulnerable to damage, sabotage, and theft
of radioactive materials such as Co-60. In March 2023, NNSA'’s Office of Radiological Protection, the Sudanese Nuclear and
Radiological Regulatory Authority, Khartoum Oncology Hospital, and the Radiation and Isotopes Center Khartoum, entered
into a mutual agreement for the protection of radioactive sources and implementation of alternative technologies.
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Data-Driven & Risk Significant:
Demonstrating a New Approach to Insider
Threat Detection and Mitigation for Nuclear
Facilities (Presentation)

Speaker: Shannon Abbott, USA

Key Highlights: The presentation provided an overview of

a research collaboration between Sandia National
Laboratories and the University of Texas, Austin.

A commercial-off-the-shelf product, leveraging artificial
neural networks, was installed and tested to collect data
signals reflecting behavior patterns of employees.

The approach shows promise for detection of off-normal
or non-standard behaviors at a research reactor.

Cybersecurity

Al, Machine Learning, and the Cyber-Insider Nexus (Panel)

Organizer/Moderator: Shannon Eggers, USA

Panelists: Jessica Baweja, USA; Mark Fabro, Canada;
Frank Greitzer, USA; Steve Sin, USA;

Renaat Verschraeghen, Belgium

Key Highlights: Artificial intelligence (Al) and machine learning (ML) can be used to enhance information systems security.
Al and ML can also be used to create sophisticated attacks that evade detection. Presenters shared current research and
explored the risks and rewards of emerging tech on insider threat mitigation. Significant topics warranting further inves-
tigation include governance models, standardized guidelines, and Al trustworthiness.
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Exploring Predictive Analytic Threat Assessment Models Built upon the Sociotechnical and
Organizational Factors for Insider Threat Ontology (Presentation)

Speaker: Frank Greitzer, USA

Key Highlights: Based on two decades of research on insider threats, the presenter discussed technical challenges and
recent insights in developing and testing behavioral science-based models for proactive insider threat mitigation. The
presenter described the sociotechnical and organizational factors for insider threat indicator ontology, which provides
a foundation for hierarchical, pattern- based models; reviewed what expert knowledge elicitation studies have revealed
about dynamic properties of potential risk indicators; and discussed recent approaches for developing and testing
models that reflect how human experts think about and analyze this complex threat assessment problem.

Cybersecurity for Radiological Facilities (Interactive Exercise)

Facilitators: Greg White, USA; Benjamin Briick, Germany

Key Highlights: During this exercise, participants learned how an insider with cyber capabilities can negatively impact
facility operations. Real-world cases were examined to illustrate best practices to bolster cybersecurity programs.
Anonymous polling was used to gather real-time responses from the audience during various phases of a fictitious cyber-
security incident at a fictitious medical facility.

The Typhon Intrusion at The Atomic Regulatory Authority:
Uncover the Insider Threat (Interactive Exercise)

Facilitators: Mark Fabro, Canada; Shannon Eggers, USA

Key Highlights: Interactive and instructive experience for a large group focused on enhancing awareness and implementing
strategies to counteract insider threats enabled by cyber means through engaging and realistic scenarios. The session
educated attendees on the criticality of recognizing and identifying risks, value of increased cross-functional communi-
cation, and coordination between security domains to develop efficient strategies to mitigate these insider threats.
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Security Culture

Regional Perspectives: Security Culture Initiatives (Panel)

Organizer/Moderator: Carly Speranza, USA
Panelists: Nisreen Alhmoud, Jordan; Paulo Bianchi, Brazil; Zsolt Stefanka, Hungary; Isabel Steyn, South Africa

Key Highlights: Geographically diverse panelists shared information about security culture initiatives implemented across a
variety of facility types. All four presenters acknowledged implementing an effective program is hard, requires leadership
buy-in, and must be customized to fit specific regional/national/organizational needs.

To Err is Human: How to Protect
against Accidents, Error, and
Social Engineering (Panel)

Organizer/Moderator: Jessica Baweja, USA
Panelists: Bill Claycomb, USA; Stacy Snook, UK;
Christina Winters, The Netherlands; Kenneth Lasoen, Belgium

Key Highlights: Experts from the social and behavioral sciences
discussed the contributors to human error and insider threat,
including ways to assess the risk of human error (e.g.,
human reliability analysis), contributing factors to human
error, and tools for minimizing the likelihood of human error.
Cyber hygiene and robust security culture were noted as the
best investments for organizations to counter insider risks
and minimize unintentional insider threats.
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Lost in Translation: The Importance of Non-Verbal Gestures (Interactive Exercise)

Facilitators: Carly Speranza, USA; Paulo Bianchi, Brazil; Isabel Steyn, South Africa

Key Highlights: The nuclear power industry faces unique challenges with multinational workforces. On one hand, embrac-
ing the diversity and multi-cultural teams can lead to dynamic and inclusive organizational environments. Though, on

the other hand, this diversity can also amplify differences in security awareness, culture, vetting, and qualifications. To
broadly address these differences and create baseline levels of security, a nuclear security culture exercise will address
these concerns. The exercise will identify unique cultural dimensions associated with nations and will combine with the

core components of a strong nuclear security culture.

Integrated Measures Exercise

The Integrated Measures Exercise presented two fictitious insider threat scenarios

at a nuclear power plant and medical facility with radioactive sources. The exercise
highlighted the importance of information flow between and among departments or
groups within an organization. A few employees at these facilities are noted to exhibit
certain behaviors or actions that may or may not raise suspicions about insider adver-
saries. In addition, some facility-wide events may or may not provide some additional
context. The Symposium participants were divided into small groups and self-select-
ed to role play one of five departments or groups at these fictitious facilities:

Site Security, Cybersecurity, Human Resources, Senior Management, and Work
Colleagues. As the exercise scenario unfolded, these departments or groups were
provided with actions or attributes about specific employees, and participants
determined what information they would or would not share with other departments
or groups. As in real life, no department or group will have a complete “picture” of
what may be occurring. The exercise emphasized the value of multidisciplinary
insider threat mitigation teams and strong stakeholder relationships to effectively
detect, deter, and respond to suspicious or counterproductive workplace behaviors.
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1o understand

surrealism, you
must look beyond
the obvious.

It often involves
symbolic elements
that require specific
interpretation,

and the same

also applies to
incited threats.”?

Annelies Verlinden

MINISTER OF THE INTERIOR, INSTITUTIONAL
REFORMS, AND DEMOCRATIC RENEWAL

BELGIUM



Social Programming

International Initiatives & Vendor Exposition featured Welcome Reception hosted by Belgium
exhibitors from eleven companies and organizations the first evening featured remarks
sharing the latest developments in insider threat from FANC'’s Director General
mitigation tools and technologies, training resources, Frank Hardeman and the Honorable
publishing venues, and professional development Jill Hruby. Attendees enjoyed
credentialing opportunities. refreshments while networking.

>

Whaova Mobile App provided easy access

to a customizable agenda, presentation
materials, announcements, and other
interactive features such as proactive
networking, private messaging,

and social network connections.

<

Ask an Expert Booth provided one-on-one
opportunities to learn more about the
IWG practical tools and resources.

>

Students & Scholars Poster Session
showcased new academic
research from around the globe.
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Evolving the Community of Practice

In closing the IWG co-chairs, Mr. Rony Dresselaers (Belgium) and Ms. Christine Bent (USA) celebrated the many
successes and milestones since establishing the Advancing INFCIRC/908 IWG in 2020. The IWG has developed
practical tools, participated in many virtual and in-person events promoting a risk-based, graded approach to insider
threat mitigation, and through advocacy and outreach has grown the number of INFCIRC/908 subscribers from

28 to 36.

In selection of the Symposium theme, Expect the Unexpected: Exploring Multidisciplinary Perspectives, we
acknowledged a responsibility to push the boundaries, proactively explore new horizons, and create opportunities to
grow leadership and influence. Moving forward, the Advancing INFCIRC/908 IWG will evolve in four critical areas.

First, the USA and Belgium will circulate a proposed revision to INFCIRC/908 among subscribing member states. The
revision summarizes the key accomplishments by the community of subscribers to the Joint Statement, enables inter-
national recognition for commitments countries may have already made, provides opportunities where subscribers may
showcase leadership and expertise, and promotes the use of the IWG practical products.

Second, the IWG will sunset the original five focus groups (i.e., national policy and regulatory frameworks; trustworthi-
ness and reliability; physical protection and technical measures; cybersecurity; and security culture) and reorganize to
focus on regional impacts on global nuclear security. The regional structure will enable other countries and subscribers
to be recognized for their commitments in implementing insider threat mitigation measures and provide opportunities

for countries to demonstrate expertise and leadership.

Third, in support of the regional focus, we will allow Steering Committee membership to evolve. Proposed changes
include providing opportunities to other subscribing member states to join the Steering Committee, implementation of
term limits to reduce time commitments, and introducing an INFCIRC/908 Ambassador program to broaden the stake-
holder community.

Lastly, the IWG’s future scope of work will focus on human factors and the impacts of technology on the effective
Implementation of insider threat mitigation programs. It is imperative that the IWG stay relevant by addressing current
and trending topics in response to the needs of the international community.
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