The Critical Pathway to Insider Risk:
Introduction and Origins

DECEMBER 11, 2024

William R. Claycomb, Ph.D.
Principal Researcher

© 2024 Carnegie Mellon University [DISTRIBUTION STATEMENT A] Approved for public release and unlimited distribution

Carnegie
Mellon
University

Software
Engineering
Institute




Document Markings

Copyright 2024 Carnegie Mellon University.

The view, opinions, and/or findings contained in this material are those of the author(s) and should not be construed as an
official Government position, policy, or decision, unless designated by other documentation.

NO WARRANTY. THIS CARNEGIE MELLON UNIVERSITY AND SOFTWARE ENGINEERING INSTITUTE MATERIAL IS
FURNISHED ON AN "AS-IS" BASIS. CARNEGIE MELLON UNIVERSITY MAKES NO WARRANTIES OF ANY KIND, EITHER
EXPRESSED OR IMPLIED, AS TO ANY MATTER INCLUDING, BUT NOT LIMITED TO, WARRANTY OF FITNESS FOR
PURPOSE OR MERCHANTABILITY, EXCLUSIVITY, OR RESULTS OBTAINED FROM USE OF THE MATERIAL. CARNEGIE
MELLON UNIVERSITY DOES NOT MAKE ANY WARRANTY OF ANY KIND WITH RESPECT TO FREEDOM FROM
PATENT, TRADEMARK, OR COPYRIGHT INFRINGEMENT.

[DISTRIBUTION STATEMENT A] This material has been approved for public release and unlimited distribution. Please see
Copyright notice for non-US Government use and distribution.

This material was prepared for the exclusive use of Public webinar organized by DOE Insider Threat Group and may not be
used for any other purpose without the written consent of permission@sei.cmu.edu.

CERT® and Carnegie Mellon® are registered in the U.S. Patent and Trademark Office by Carnegie Mellon University.

DM24-1659

[DISTRIBUTION STATEMENT A] Approved for public release and unlimited distribution.

The Critical Pathway to Insider Risk
© 2024 Carnegie Mellon University


mailto:permission@sei.cmu.edu

Agenda

 What is The Critical Pathway to Insider Risk?
« Origins

* Research

* Visual representations through the years

« Use in practice

The Cl’i[iCa| Pathway to |nsider R|Sk [DISTRIBUTION STATEMENT A] Approved for public release and unlimited distribution.
© 2024 Carnegie Mellon University



What is “The Critical Pathway to
Insider Risk™?

Carnegie
Mellon
University

Software
Engineering
Institute




Iinerenitical Pathway to: Insiaer Risk

Lenzenweger, Mark F.,
and Eric D. Shaw. "The
Critical Pathway to Insider
Risk Model: Brief
Overview and Future
Directions." Counter-
Insider Threat Research
and Practice 1, no. 1
(2022).
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“The Critical Pathway in Insider Espionage” (1998)

* Predisposing Personal Traits

« An Acute Situational Stressor

« Emotional Fallout

« Biased Decision-making or Judgment Failures

« Failure of Peers and Supervisors to Intervene Effectively

Shaw, Eric D., Keven G. Ruby, and Jerrold M. Post. "The insider threat to information systems." Security Awareness
Bulletin 2, no. 98 (1998): 1-10.
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“Events Along the Critical Pathway” (2005)
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Subject
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Maladaptive
Behavioral
Reaction (often
conflict at work)
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Emotional
Reaction

Management
Intervention
Insufficient to
divert or escalates

Results in

Official
Attention

Shaw, Eric D., and Lynn F. Fischer. "Ten tales of betrayal: The threat to corporate infrastructure by information technology
insiders analysis and observations." Defense Personnel Security Research Center, Monterey, CA (2005).
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“Effects of Personal Risk Factors in the Workplace™ (2005)

Predisposing Traits Vulnerability Factors
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Anger at Authority J
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Social Isolation and * of Effective Coping

Relative Lack of Social

Skills !
Vulnerability to
Loneliness, Social Showboating,
Naiveté and ——— Exploitation
Need to Impress Others and Manipulation
Reduced Inhibitions for
Ethical “Flexibility,” Reduced —————— Committing Damaging
Loyalty, Feelings of Entitlement Act

and Lack of Empathy

s+

Shaw, Eric D., and Lynn F. Fischer. "Ten tales of betrayal: The threat to corporate infrastructure by information technology
insiders analysis and observations." Defense Personnel Security Research Center, Monterey, CA (2005).
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Personal Predispositions (2006)

Behavioral & Technical
Indicators or Violations
(Actual)

disgruntlement
sanctioning escalation

Personal Needs Sanctions

s 7 (RS)
Personal
Predispositions :
Insider
Stress
Stressful Events S
Band, Stephen R., Dawn M. Cappelli, Lynn F. Fischer,
Andrew P. Moore, Eric D. Shaw, and Randall F. Trzeciak.
"Comparing insider IT sabotage and espionage: A model-
based analysis." CMU-CERT Program, Tech. Rep (2006).
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2006 PERSEREC-CERT Espionage Model
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Gain
Initial
1) harmful actions to Satisfaction
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Andrew P. Moore, Eric D. Shaw, and Randall F. Trzeciak.
"Comparing insider IT sabotage and espionage: A model-

based analysis." CMU-CERT Program, Tech. Rep (2006).
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Abstracted Common (Espionage) Model
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Band, Stephen R., Dawn M. Cappelli, Lynn F. Fischer,

Andrew P. Moore, Eric D. Shaw, and Randall F. Trzeciak.
"Comparing insider IT sabotage and espionage: A model-
based analysis." CMU-CERT Program, Tech. Rep (2006).

harmful actions
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personal needs
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“Conceptual Framework” (2007)

Dawn M. Cappelli, Andrew P. Moore, Daniel C. Phelps,
Eric Shaw, and Randall F. Trzeciak, "Preliminary
Analysis Results and Decision Rules for the CERT Insider
Threat Project: Modeling Human Behavior in
Cyberspace" SEI Special Report (2007).
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Insider Threat Conceptual Framework: Groupings and

Definitions (2010)

Eric Shaw, Adam Cummings, Michael Hanley, Andrew
Moore, Derrick Spooner, Jaime Tupino, Randall
Trzeciak. "Insider Threat Conceptual Framework:

Groupings and Definitions " SEI Special Report (2010).
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“The Progression of

Events Along ?‘éimtyg
the Critical Pathway” (2011) nsiie

Shaw, Eric D., and Harley V. Stock. "Behavioral risk
indicators of malicious insider theft of intellectual property.
Misreading the writing on the wall." White Paper,
Symantec, Mountain View, CA (2011).
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Critical Path to Insider Risk

Factors Along the Critical Path to Insider Risk

Personal predispostions - Stressors -4 Concerning Behaviors < Problematic Organizational Ig
-Medical/psychiatric conditions -Personal ~Interpersonal Responses S
-Personality or social skills Issues —Professional —Technical -Inattention T
—Previous rule violations -Finandial —Security -No risk assessment |
-Social network risks -Finandial process L
—Personnel -Inadequate investigation E
-Mental health/additions -Summary dismissal or other |7
-Social network actions that escalate risk C
—Travel T

Shaw, Eric, and Laura Sellers. "Application of the Critical-Path Method to Evaluate Insider Risks." Studies in Intelligence 59.2 (Extracts, June 2015)
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Critical Pathway to Employee Risk

The Critical Pathway to Employee Risk

Personal Predispositions

Medical/Psychiatric

Diciitess Stressors

Personality or Social | Personal Concerning Behaviors
Skills Issues Professional

Financial Interpersanal Maladaptive Organization Response
. Technical

Security Plans Recruitment
. Insider Attack

Op Sec Action

Image courtesy of “The Insider Risk Group,” https:/Avww.insiderriskgroup.com/
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Related Research: Past and Present
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Factors Along the Critical Path to Insider Risk

Personal predispostions - Stressors -4 Concerning Behaviors < Problematic Organizational Ig
-Medical/psychiatric conditions —Personal ~Interpersonal Responses S
—Personality or social skills Issues —Professional —Technical -Inattention T
—Previous rule violations —Finandial —Security —No risk assessment |
-Social network risks -Financial process L
-Personnel -Inadequate investigation E
-Mental health/additions -Summary dismissal or other |5
-Social network actions that escalate risk C
—Travel T

Shaw, Eric, and Laura Sellers. "Application of the CriticalPath Method to Evaluate Insider Risks." Studies in Intelligence 59.2 (Extracts, June 2015)
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* Personal or Social Skills
* Previous Rule Violations
» Social Network Risks

Personal Predispositions
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* Financial e Travel

: * Inattention

Problematic « No risk assessment process

OICENIFLIGIEENY . |nadequate investigation

Responses 4 « Summary dismissal or other actions that escalate risk

Adapted from Shaw, Eric, and Laura Sellers. "Application of the Critical-Path Method to Evaluate Insider Risks." Studies in Intelligence 59.2 (Extracts, June 2015)
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SEl Research Review, 2016
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Noonan, Christine F. 2018. "Spy the Lie: Detecting Malicious Insiders". Pacific Northwest National Laboratories. PNNL-SA-122655,
March 2018. https://doi.org/10.2172/1452870.
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The Critical Pathway to Employee Risk
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Image courtesy of “The Insider Risk Group,” https:/Avww.insiderriskgroup.com/
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In Practice
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* Personal or Social Skills
* Previous Rule Violations
» Social Network Risks

Personal Predispositions

* Personal
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* Financial e Travel

: * Inattention

Problematic « No risk assessment process

OICENIFLIGIEENY . |nadequate investigation
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Adapted from Shaw, Eric, and Laura Sellers. "Application of the Critical-Path Method to Evaluate Insider Risks." Studies in Intelligence 59.2 (Extracts, June 2015)
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