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CONCEPTUAL PREDICTIVE CLASSIFICATION MODEL

Data

Directly available
information

Observables

Inference from
data that reflects
a specific state

)

=

Indicator

Action/event as
evidence of precursor to
inferred behavior

By

Behavior

Sequence of actions
associated with

a purpose

« Data processed to
Identify “observables”

 Observables analyzed to
recognize Potential Risk
Indicators (PRIs)

Processing at Higher Levels of Abstraction

Observations processed to

Incoming data processed to Indicators assessed to

infer observations infer indicators gauge threat
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POTENTIAL RISK INDICATORS (PRI)s

accessing classified information without need-to-know
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OF COURSE... - .
| Behavioral PRIs
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SOFIT PRI KNOWLEDGE BASE

Classes

Sub-Classes

Concerning

Work Habits

« Working
unusual hours

 Exhibiting
incidents of
physical
violence

* Persistent
lateness

 Poor time
management

 Past
untruthful-
ness

* Lack of
attention

« High
workload

* lliness

* Lack of
knowledge,
training
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Policy/Compliance
Violations

* Accessing
classified
information
without need-
to-know

 Violating
security
practices

* Ignore security
norms

* Improper
handling of
classified
material

« Possessing
illegal
weapons

« Possessing
illegal drugs

Job

Performance

Life Narrative
Factors

Financial : _
T Foreign Ties
Dismissal Concerns
Failure to * Unexplained -+ Frequent
return affluence personal
company * Failure to travel
proper?y comply with « Ties to
Demot.lon regulations Foreign
Nevy hire for reporting defense
Resigned foreign contractor
contacts or * Frequent,
foreign travel  unreported
- Declining job° Financial cont’act with
performance concerns - foreign
. Passed over €Xcessive persons
for debts
promotion ° Bankruptcy
* Unexcused
absences
- Disciplinary
actions

Criminal
Activities

Restraining
order

Wage

garnishment

Engaged in
criminal
activity
Lying to

investigators

Personality Interpersonal

|deology

 Associating
with
extremist
group

* Expressingill

will toward
U.S. Gov't

« Extremist
views

Psychosocial
Issues

Beh

Health

« Depression

* Anxiety/
Sleep
disturbances

Manipulative
Lack of
empathy
Narcissism
Mental health
counseling

- Aggression,
intimidation
 Disgruntled

[This is a subset representing approximately 10% of the entire SOFIT PRI Framework]
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Technical
Violations

Cybersecurity

Violations

Attempts to
access files
without
authorization
Manipulation
or destruction
of sensitive
information
Access other
users'’
credentials
Misuse of U.S.
Government
information
systems
Unauthorizec




PRI “CALIBRATION?”

Estimating Strength of Association between a PRI and a Threat Behavior

 Each PRI is mapped to relevant Threat Types

« Strength of association may be thought of as a “weight” or “probability”
Higher weight means that the observation of a PRI significantly increases the likelihood that the Behavior

IS present

EXAMPLE

Threat Types

Information Theft

Espionage

Sabotage

PRI: Disgruntlement
®

N ~

These “weights” are calibrated by
SMEs to implement a threat
assessment model

Fraud

Workplace Violence

Domestic Terrorism

Unintentional Insider Threat

HIGH Association with Information Theft

MODERATE Association with Espionage

HIGH Association with Sabotage

MODERATE Association with Fraud

HIGH Association with WorkPlace Violence

HIGH Association with Domestic Terrorism

LITTLE/NO Association with Unintentional Insider
threat
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WHAT WE’VE LEARNED FROM PRI CALIBRATION STUDIES

1. PRIsvary in their strength/ association 2. It's difficult to get reliable PRI “weight”
with insider threat behaviors estimates!

When we ask our analysts/experts to provide judgments

Insider Threat Indicator Class Weights about PRI weights or severity or likelihood, what are they
Psychological ~ DarkTriad mm feG//y thlﬂk/ﬂg7
Factor Classes cers IVD'm:;ist'u . -
Suspicious Foreign Travel . ’
e Nareative Threat/Behavior Types We don’t know!
Factor Classes o b e * Exfiltration/theft
g 'f:’“:“, — y \S/Sboktalge Vol We use terms like PRI risk, probability, weight, severity
® or ace violence . . . . .
Cybersccurity i o . Frau dp iInterchangeably. But in our calibration exercises, our SMEs |
Violation Factor e Unintentional Insider Threat may be thinking about these weights in different ways.
R * Espionage
Job Performance g . e * Suicidal Ideation For our probabilistic models, we need to devise an expert
knowledge elicitation method that encourages experts to
Minsor Eolli;:\f’iolat?on __ Greitzer et al. (2018) ]
Boundary Violation Boundary Probing . . . . ’ . . .
Factor Classes  ineveons Ptlen: likelihood interpretation. I'm currently using a calibration
e method that acquires Likelihood Ratlo estimates.

3. PRIsvary in the span of time during which they influence judgments of insider threat

Greitzer et al. (2022)

Transient impact: Failed Stable impact: Narcissism — many psychological
login attempt after a factors, and especially personality traits, are very

n_ password was changed. stable over many years
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COMPUTING INSIDER RISKS BASED ON EXPERT JUDGMENTS
OF PRI “WEIGHTS”

My research investigated computational models predicting expert judgments of insider
threat risk based on expert judgments of PRI “level of concern”

- Counting .MOde| Based on Greitzer et al. (2018) data...
-  Sum-of-Risk Model ROC Curves

- Probabilistic models (e.g. Bayesian networks) :

0.9

 Performance metrics:
- Receiver Operating Characteristic (ROC)
- Precision, Recall, False Positives, False Negatives, F1 score
« Results indicate that these models exhibit modest predictive
value, accounting for 50-60% of variance in predicting expert

0.8

0.7
Sum-of-Risk
Model

0.6

L e
Model

True Positive Rate

judgments D
Precision 0.63 0.61
04 Recall (Hit or
, True Positive) 0.95 0.95
e Possible limitations: - yd False Positive ~ 0.14 0.15
- This early work obtained SME judgments of PRI “weights” False Negative ~ 0.05  0.05
for a generic “Insider Threat” instead of specific threat or |/ F1 076 075
behaviors—we know PRIs contribute differentially to threat N
be h aVi O rs 0 0.1 0.2 0.3 0.4 FalseOic)SitiveO;ate 0.7 0.8 0.9 1
- Expert jUdg ments may be Conflating mUItiple aspeCts Of *  Precision: Out of all the cases predicted to be threats, what percentage was a
pRIS, inCIUding pro ba bility and severity . ;:Zﬁlf,gzgz;all the TRUE threats, what percentage was predicted to be threat

*  F1 = harmonic mean of precision and recall
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RECENT TESTS OF MODELS USING SYNTHETIC DATA

Informal study with a new

set of synthetic data

— 100 cases created
- 1-5 PRIs chosen from SOFIT
ontology

Expert classified cases as
“threat” vs “no-threat”

Used new “Likelihood Ratio”
method to estimate PRI
weights (probabilities) for
individual threat behaviors

Applied and tested different

threat models:
- Counting Model
- Sum-of-Risk Model
- COGYNT Model

PRI-1 PRI-2 |PRI-3 |PRI-4 |PRI-5

anagement][Disciplinary Action][Threat of

er Anomalies]

Sample Case

Timeline

Risk

2023 2024

Potential Risk Indicators

Case # |Description [List of observed PRIs]
90
1
2
[Livin
Travel]
91 (Commu
3  |[[Excessive
[Negative E
Suspension)]
92 |Documents]|
[Suspicious For
93  [Edit Audit Logs]|
[Personnel Action
4 Features][Delete or
[Unauthorized Weapo
94  Beliefs][Substance Abu
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Disciplinary Action — Feb 2021 reprimand for posting video messages that describe
inside of SCIF

Poor Time Management — Feb 2022 counseling session for poor timekeeping/persistent
lateness

Threat of Violence/Violent Outburst — Nov 2022 violent outburst at counseling session
Disgruntlement — Jul 2023 feelings of hopelessness, loneliness, disgruntlement posted
on social media

Data Transfer Anomalies — Dec 2023 downloaded >400,000 classified documents and
shared with WikiLeaks




COGYNT HIERARCHICAL COMPLEX EVENT PROCESSING
MODEL

Suicidal Unintentional Workplace
Exfiltration/theft Espionage Fraud Sabotage Ideation Insider Threat Violence

Display final RISK scores

4

Compute risks by
aggregating probabilities
of observed PRIs

Inferred
Behaviors

|
>0

Compute Risks

® ¢

THREAT

BEHAVIOR G f
RISK

COMPU- PRIs are “calibrated” for
UAULEI “weights” or probabilities

associated with Behaviors

L)

PRI

becay /~ /7 Decay Pattern Processing of
Observed /
PRIs \ B o el 2 0D S T O R R R S “observables” to ,
Recognize PRIs -+ ‘|

PRI PATTERN Policy/Compliance Criminal Ideol
PROCESS- Violations Actvites — SR f +
v
Financial Foreign h Ith | | Cybersecurity '
Incorporates SOFIT - 48
s 9

ING
Concerning Work
Habits
\_) Boundary Job Life Narrative Psychosocial Technical : :
Violations Performance Factors Issues Violations 4 4
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COGYNT HIERARCHICAL COMPLEX EVENT PROCESSING

MODEL

Inferred

THREAT
BEHAVIOR
RISK
COMPU-
TATION

Observed
PRIs

PRI PATTERN
PROCESS-
ING

Exfiltration/theft

Behaviors

Espionage

Unintentional
Insider Threat

Suicidal

Sabotage Ideation

Fraud

Workplace
Violence

PRI
Decay ,”

T A

Mo

>3

® ¢

Compute Risks

Criminal

Activities Jelzelory

-\

1.000

0.900

0.800

0.700

Financial
Concerns

Foreign
Ties

o
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Boundary
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Job
Performance

Life Narrative
Factors

/

Receiver Operating Characteristic (ROC) Curve

GJ L] Ll
&g 0600 Precision/Recall
.ol
g &8 METRICS
= 0.500 ’b%%
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é 0.400 ’b(\ O Recall (Hlt or
s True Positive) 0.95
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Receiver Operating Characteristic (ROC) Curve

EACH OF THESE MODELS EXHIBIT PERFORMANCE
LIMITATIONS

1.000

F : :mf:Mk:ldl Possible Reason: PRIs interact! They do not LDW‘LREK Sum-of-Risk Model
) —o | always contribute independently to risk A e 2
 Most computational risk modeling 5l... o Aty " ©
approaches assume that PRIs contribute D o* :':“
ppgee‘é';'lof o 55'6 independently to risk 2. AT
£1 ~ 075 « Research suggests that certain 000 | L e
combinations of PRIs (PATTERNS) yield o sk Sum of Risk Score
expert judgments of threat that are not e
consistent with this “independence”
assumption.
4 ) )

Passed Over

-

Passed Over

Disgruntled Disgr:mled We need to account
# . for PRI Patterns...

Mental Health

/

Mental Health

)

“The whole is not equal to the sum of its parts.”
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PATTERN PROCESSING APPROACH

- Bottom-Up Examine all possible patterns...

Power Set Limitation: 2N patterns!

With a set of 100 PRIs, the number of patterns is 200 =
1,267,650,600,228,229,401,496,703,205,376

WPV

ﬁ Higher Level

/ # _ patterns
@) TN
2 o b

HR Aggression Personality
Concerns Concern

Even if we [imit patterns to at most 5 PRIs, the number of combinations PRI Patterns

(patterns) is 79,375,495!

 Top-Down: Define patterns for behaviors
based on PRI sub-classes

Workplace
Violence

Personalit
Concern

Sub-
class

Passed g é Mental
PRI Health

Disciplinary =~ Over Disgruntled

Action Lack of

Empathy

Aggression

\\
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Disciplinary Aggression Mental

% Basic Risk
Score

Action Health

Pattern
Match

Pattern
Adjustment

Final
Risk
Score

Check

Patterns
No Pattern

Adjustment

) ) Pattern
Risk Calculation

(Conceptual)
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THREAT
BEHAVIOR
RISK
COMPU-

TATION

HIGHER-
LEVEL
PATTERN
PROCESS-

Exfiltration/theft

Espionage

Fraud

Sabotage

Suicidal
Ideation

Unintentional
Insider Threat

COGYNT Enhﬂnced HIERARCHICAL COMPLEX EVENT
PROCESSING

Workplace
Violence

ING

PRI PATTERN
PROCESS-
ING

o

Inferred
Behaviors

®© 6 o

®

Cogynt Enhanced Model
processes patterns at a
higher level of abstraction

_—

Receiver Operating Characteristic (ROC) Curve
p(Beh] Compute Risks ) . . . -~ o
0.9
Higher Level Patterns 0
Precision/Recall METRICS
) 0.7
=
©
\ oc o6 .\Q/\
g fo%(;’{\*/ Precision 1.00
20 @0 Recall (Hit or True
PRI o o I
5 - a . ol Positive) 0.85
ecay ;77 o P
Observed \ m S5 e A -
PRIs mm%% %%ﬁ&%‘"‘%}% = o False Positive 0.00
0o False Negative 0.15
Policy/Compliance Criminal . F1 0.92
Violations Activities aeloy Personality o1
7 y . 0
Concerning Work A, SOIER Beh Health Interpersonal 0 0.1 0.2 0.3 04 05 06 07 08 09 1
Habits o —_ False Positive Rate
P .
Boundary Job Life Narrative Psychosocial Technical rl
Violations Performance Factors Issues Violations J
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INCREMENTAL IMPROVEMENTS

Receiver Operating Characteristic (ROC) Curve

1.000

0.900

Model Comparisons

0.800

| e R
COGYNT+ COGYNT+ Basic Model
w/Pattern Enhancement

. Precision 1.00 0.63 0. 0.61

) —o0— COGYNT Model Recall (Hit or True

@ Positive) 0.85 0.95 0.95 0.95

= —e— Sum-of-Risk Model »

=1, - & ] == Hm-oTRIsK MIoae False Positive 0.00 0.14 0.14 0.15

g —e— Counting Model False Negative 0.15 0.05 0.05 0.05

0400 @ 5, = ——————
- F1 0.92 0.76 0.76 0.75
Random Classifier

0.300

* Precision: Out of all the cases predicted to be threats, what
percentage was a TRUE threat?

* Recall: Out of all the TRUE threats, what percentage was predicted to
be threats?

0.200

0.100

i . harmonic mean of 2 x (Precision x Recall)
0.000 & = e = —
0.000 0.100 0.200 0.300 0.400 0.500 0.600 0.700 0.800 precision and recall Precision + Recall

False Positive Rate
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CONCLUSIONS

What we've learned:

 SOFIT PRI ontology provides a solid framework for characterizing and cataloguing risk
Indicators and contributing factors for insider threat

 PRIs vary in their degree of association with different insider threat behavior types

 PRIs vary in their spans of influence on risk judgments —models may apply different “rates of
decay”

« Estimating PRI “weights” or probabilities requires a careful expert knowledge elicitation
methodology to avoid “contamination” by different mindsets

 Most predictive models assume that PRIs do not “interact” — that they independently
contribute to risk judgments. This lack of pattern processing may limit the effectiveness of
predictive models that fail to capture complex PRI patterns, relationships, and interactions

« The enhanced Cogynt model provides a more robust threat assessment paradigm that
reflects the complex hierarchical structure used by expert analysts when solving this problem

 These insights and associated research efforts have produced continual improvements.

Psyberdmnalytin COGILITY



PATH FORWARD

 There is a strong synergy between the hierarchical
nature of the SOFIT PRI knowledge base and the
Hierarchical Complex Event Processing (HCEP)
capability of Cogility’'s COGYNT continuous
Intelligence platform

 Ongoing research with Cogility has led to
enhancements in our threat assessment approach
that exploit the pattern-based/HCEP processing
capabilities of the COGYNT model — enabling us to
develop models that reflect more complex PRI
patterns, relationships, and interactions

« We're continuing to develop and test these
advanced concepts:
- Refining PRI hierarchical structure
- Studying PRI calibration methods
- Testing and evaluating PRI decay models

- Defining, implementing, and testing pattern processing
at higher levels of abstraction

Psyberdraglyein
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Thank you for your attention

For more information about COGYNT,
please contact:

Stuart Booth, sbooth@cogility.com |
Andrew Davis, adavis@cogility.com
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